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1 Introduction

1.1 Objective of the document

This manual provides comprehensive information on how to use the Reference
Implementation Software for Service Providers’ web-based interface, within the framework
of:

e Regulation (EU) 2023/1543 of the European Parliament and of the Council of 12 July
2023 on European Production Orders and European Preservation Orders for
electronic evidence in criminal proceedings and for the execution of custodial
sentences following criminal proceedings [AD1], and on

e Directive (EU) 2023/1544 of the European Parliament and of the Council of 12 July
2023 laying down harmonised rules on the designation of designated establishments
and the appointment of legal representatives for the purpose of gathering electronic
evidence in criminal proceedings [AD2].

This document specifically describes the functionalities of the Reference Implementation,
enabling the management and exchange of requests associated with the following
certificates:

e European Production Order Certificates (EPOC)

e European Preservation Order Certificates (EPOC-PR)

Herein, “the Reference Implementation” will be referred to as “RI".

By using RI, authorized users, assigned to appropriate roles, can fill in the available forms
and communicate with the competent authorities in other Member States in response to the
received EPOC/ EPOC-PR. Users without appropriate roles do not have access to the
application and received cases.

This document is specifically intended to describe the functionalities and usage of the
Reference Implementation Software for the Service Providers Web-based Interface
connected to the Decentralised IT System. The module designed for Member States will be
thoroughly detailed in a separate document.
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< O m ()  https://webgate.test.ec.europa.eu/eedes-cz/access-denied p a A @ m & R

)

European . Test No Roles Assigned @ @
“ Ccmmnssmnl b e-Evidence Digital Exchange System

v

™ Automatic translation @

No access

Figure 1-1: Home Page of the RI without having roles assigned to the user

1.2 Intended Audience

The intended audience of this document is composed of the following stakeholders:
e DG JUST technical and business staff,
e The Member States’ technical and business staff adopting/using the RI,
e Representatives of Service Providers, including their designated
establishments and/or legal representatives.

1.3 Applicable Documents

1)) ‘ Document Title Reference

[ADI1] Regulation (EU) 2023/1543 of the European | Regulation (EU) 2023/1543
Parliament and of the Council of 12 July 2023 on
European Production Orders and European
Preservation Orders for electronic evidence in
criminal proceedings and for the execution of
custodial sentences following criminal proceedings.
Directive (EU) 2023/1544 of the FEuropean
Parliament and of the Council of 12 July 2023 laying
down harmonised rules on the designation of
designated establishments and the appointment of
legal representatives for the purpose of gathering

[AD2] Directive (EU) 2023/1544

electronic evidence in criminal proceedings.
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Table 1: Applicable documents

1.4 Referenced documents

11)] ‘Title
[RD01] [Public REST APIs Document

[RD 02] [Installation and Administration Guide

Table 2: Referenced documents
1.5 Documents conventions

Referenced documents are shown in brackets [].
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2  Getting started

2.1 User Manual Design

The Reference Implementation has been designed to provide an intuitive and user-friendly
experience, minimizing the risk of errors and ensuring a consistent look. To achieve this, the
portal's interface is dynamically updated based on the user's role and the context in which
they are working.

Active Functions: When a function is available, the corresponding button is visible
and clickable, allowing users to perform the desired action.

Permissible Actions: Buttons are enabled only when the corresponding action is
permissible, preventing users from attempting to perform unauthorized actions.
Inactive Functions: When a function is inactive, the corresponding button is
disabled, clearly indicating that the action is not available.

2.2 Accessing the Portal

The RI can be accessed only by authorised and authenticated users. There is no public access
page. All information related to accessing the RI will be provided by the enforcing State’
technical team, where the service provider is established or has a legal representative
appointed.

Follow the steps described below to access the RI:
(D Enter the address of the RI in your web browser.
(2 You will be redirected to the login page:
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EPOC-SERVICEPROVIDER

Sign in to your account

Username

Password

@

Figure 2-1: Login authentication screen

(3 Sign in with your credentials.

Exceptions
e Access to the Rl is denied - an error occurred during the connection to the RI in the
following cases:
o You have no access to the domain(s) and sub-domain(s) of the RI;
o You have no right to access the page of the RI you wanted to access.
¢ Error message - if the provided login and password are not correct, an error is raised.
In that case, a message is displayed explaining that the authentication failed.

2.3 User roles

The RI supports role-based access control in order to ensure that access to online data and to
the features of the system is limited only to user roles that have been previously granted such
access rights. The set of access rights of a given user consists of all the combined access
rights of all the roles granted to the respective user.

For Service Provider’s module of the RI, the Supervisor role has been proposed and

implemented. The description of this role and its permissions related to EPOC and EPOC-
PR is specified in chapter 8.1.3.
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3 Common Layout and Navigation

Following successful log in, you can see the content of the portal, and its persistent
navigational elements:

(D The header

(2) The top bar

(3) The left-hand menu

. , Cdb Integration
| Service Provider's Interface (£ e ® v @EN

B\
= Commission

2 @ Aulomatic iranskation o &
User Manual National Case No. | +
EPOC EPOC-FR-DE-2026-01-26-0001-1 ® Comment & Downioad Workflow W

[B) prans

&, Downloads

e ISSUING STATE 11 French Republic ENFORCING STATE W Fegeral Republic of Ger
Tribw de

Overview Form1  Form3  Event & Message Timeline

- ~ ~,
ISSUING AUTHORITY aris(1) ACCEPTED LANGUAGES (Pouis )( ENGLISH )
J
SERVICE PROVIDER sp name 2
TYPE OF ADDRESSEE: Legal representative

ENFORCING AUTHORITY

(D status | Recsived ) @D Linked cases + Add case link
Request started on’ 26/01/2026 08:45 EPOC-FR-DE-2026-01-23-0008-1 '
Latest update on 270112026 12:59

«g Assigned users [ Display roles | |+ Editusers
Narme Authority

o seft1an sp name 2

@ Attached documents

Figure 3-1: Common Layout and Navigation
3.1 The header

In the header, in addition to the Commission logo and the site name, you can find the
following actionable elements: a language switch, information about user’s profile and log
out button.

3.1.1 Select desired language of the RI

(D Click the language switch, located in the top right corner of the header: 1

European
Commission

e-Evidence Digital Exchange System Superuser AllRoles @ ~| @ En

7

Figure 3-2: Language switch icon

() Select the language from a pop-up window:
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Select language > X
ovnrapcku (bg) cestina (cs)
dansk (da) Deutsch (de)
eesti keel (et) eMnvika (el)
frangais (fr) Gaeilge (ga)
hrvatski (hr) italiano (it)
latvieSu valoda (lv) lietuviy kalba (It)
magyar (hu) Malti (mt)
Nederlands (nl) polski (pl)
portugués (pt) romana (ro)
slovencina (sk) slovenscina (sl)
suomi (fi) svenska (sv)

Figure 3-3: Select language

The language of the portal will switch to your selected language.

NOTE: Due to some languages not being delivered yet, this may cause errors in the RI.

3.1.2 User’s Profile

In the top right corner, you can find information about the logged in user.
(D Click the profile picture to display additional buttons:
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== \Q\ . . SP Supervisor 1
m§ European | Service Provider's Interface ey name 1 ~ @eEn
Commission

2 seemyprofie (1

i

i

@ Logout

Figure 3-4: User's profile

e See my profile

e Logout
(2) When selecting “See my profile”, one will see the "User details” pop-up window
displaying the name of the entity which the user belongs to, and the roles they have been
assigned to, as shown in the picture below.

User details X

3P Supervisor 1

@ entity name 1

Figure 3-5: User details

3.1.3 Logout/Exit the Portal

§ European Service Provider's Interface

[

Figure 3-6: Logout/Exit the portal

If you want to exit the Portal, the most secure way is to log out from your account:
(D Click your profile picture in the top bar:
(2) Click Logout from a dropdown menu.

When the logout process succeeds, you will experience a successful logout and application
closure.

3.2 The top bar

In the top bar, you can find additional actionable functionalities:
e Support information
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e Notification bell
e Automatic translation

3.2.1 Display support information

(D Click the question mark icon located on the right side of the top bar.

Superuser AllRoles L @ EN
Service Provider authority - 10

Automatic translation

Figure 3-7: Support information

The information box about how to contact the support from the enforcing Member State will
be displayed. Click anywhere outside the information box to close the information.

Contact Support

For usage issues with the e-Evidence portal please
contact the Local Service Desk.

Please include all relevant information such as: your
contact details, problem description, name of your
internet browser, received error messages, screen
shots and any other relevant information.

The Service Desk should be contacted via email:

( *@example.com )

Figure 3-8: Contact Support

3.2.2 Notification bell

(D Click the Notification bell icon located on the right side of the top bar.
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This icon also features a red circle with a number relating to the number of notifications
available.

Superqser AllIRoles & @ EN
Service Provider authority - 10

@3 Automatic translation

Figure 3-9: Notification bell

When the Bell is selected, all open actions and unread messages are listed.

If one of the notifications is selected by the mouse pointer (i.e., action “read”), the number
will decrease by one and the user will be redirected to that case which the selected notification

refers to.

(2) Alternatively, all notifications can be cleared by selecting “Clear notifications”.
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Notifications 3)) @ Close >

13:15 Reception of EPOC and Sending Grounds ...
23/10/2025 New Consultation message has been received
13:52 t
30/09/2025  New Consultation message has been received
13:52 t
30/09/2025  New legal notification has been received
13:48 t
30/09/2025  New Consultation message has been received
13:43 t
30/09/2025  New legal notification has been received
13:41 .
30/09/2025
11:05 Request for clarification in response to the... B
18/09/2025 New legal notification has been received
10:52 Issuing EPOC for content data_gilles.fr10
18/09/2025
10:39 Issuing EPOC for content data_tina.fr22
18/09/2025
16:35 Renuest for elarification in resnonse to the. ..

2/ % Clear notifications

Figure 3-10: Notifications

Users are also able to choose the type of notifications they want to receive.

(3 Select settings icon.

The following pop-up window should appear:
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Notifications Al Close >
Group All Bell Email
Case assign

Message

sending error

eTranslation
ready

<]
< |
<]

Form 1 received
Form 2 received

Consultation
message
received

NN
NN N
NN N

Other legal
notifications
received

]
<]
<]

Figure 3-11: Notification settings

From this perspective, the user can check/uncheck all the types of notifications listed in the
picture above that he/she wants to receive.

3.2.2.1 E-mail notification

In order for a given user to receive the e-mail notification, two conditions must be met.

1. The given user’s e-mail address must be configured in an identity provider software used
by the enforcing member State:
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= @IKEYCI ® wnin - (@
User details

test_pl @ coebied Action =

L] 106ab473-7c28-4d39-a5e6-94443d1d7878

10/2023, 3:07:26 PM

Figure 3-12: Adding e-mail address: example

2. Make sure that the e-mail checkboxes in the notification’s settings in the portal are
selected.

3.2.3 Automatic translation

(D Click the Automatic translation icon located on the right side of the top bar.

This feature allows to translate input text into an official EU target language. For example,
this text could be from our national language into the language of the authority we are
working with, or vice versa. This is very handy if one would like to send a message in another
language or if one has received a message in a language; one does not understand. Although
the translation may not be perfect, the gist of the message should be clear.

Test Author o @
1

& Automatic translation 0 L:i--:'

Figure 3-13: Automatic translation
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Translation ®

Select source language *

Deutsch (de)

Select target language *

dansk (da)

Source *

test

Translation *

pravning

BT

Figure 3-14: Automatic translation pop-up window
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3.3 The left-hand menu

In the navigation menu you can find links to the main sections of the Portal:

3.3.1 Hide/unhide left menu

Get more space for the content of the page by hiding the menu:
(D Click an icon located on the left side of the top bar.

= \ = European Service Provider's

I

Commission

: Dashboard N My Dashboar
() Received requests Last edited case

Drafts Received reques

‘la Downloads

16/09/2
025

Figure 3-15: Hide/unhide left menu

(2 The menu will collapse. If you want to unhide the full menu again, click the same icon
again.
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Service Provider's

¢ My Dashboard
Last edited cases

Received requests o Drafts 0

18/09/202

FDMr ER MFE 20796 NG 182 N

Figure 3-16: Hide left menu

3.3.2 Dashboard

This view appears right after logging in.

(D On this page, the user will find a list of last edited cases.
(2) Additionally, all users will see "My tasks" table on the right side of the screen, where
they can see the cases to which they are assigned.

. - Superuser AliRok
Service Provider's Interface Senn v sy @ v @En

i 4 My Dashboard
Last edited cases
1

m]
B Received requests )™ Drafts (0
&

‘:“DQ‘M EPOC-FR-DE-2025.09-18-0013.1 Issuing EPOC for cantent data_gilles.fr10 11 FR  EPOC a

301097202
- EPOC-FR-DE-2025-09-30-0001-1 t 1l FR EPOC Complete
5 data_mindaugas fr

Figure 3-17: Dashboard

3.3.3 Cases

Cases are categorized based on their status and stage of advancement. The visibility of these
categories varies depending on the user's role and module.
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e Service Provider's Module: Only the "Received Requests" tab is available, as

service providers respond to requests but do not initiate them.

e Competent Authorities' Module: A more comprehensive view of case categories is
available, reflecting their responsibility for issuing and managing requests.

In the Service Provider's module of the RI, the “Received requests” tab, the user with
Supervisor role sees all cases that are in the Received status. When a case is received by
service provider, it is visible on a list of RECEIVED REQUESTS. To display the list:

(D Click Received requests in the menu.

[N
3\“ European Service Provider's Interface
= Commission

Received Requests
) Recaived reque

My received requests

Drafts
4. Dovmioads Title, reference number or National Case Number
= z
a
0 ! Received date Ref
EPQC-FR-DE-2025-09-18
/08/2025
O 18/00/2025 01
EPOG-FR-DE-2025-08-30
T
O 3010812025 000
EPOCPR-FR-DE-2025-09-17-
(| 17/08/2025

0042-1

Figure 3-18: Received requests

Request type

@~ O eroc O

Title National Case No.

Issuing EPOC for content
data_gilles.fr10

t
Request for clarification in

response to the EPOC-PR for IP
data_mindaugas.fr10

Superuser AllRoles
Sarvice Frovider authoriy - 10 v GEN

m Automalic franstation o A
Deadlines
_ Show only urgent
EPOC-PR O ses
<+ Show search filters x Clear all filters

From Type Status

e e 2 D

T oc 2 CEED

11 FR EPOCPR & D

You can also find deadlines list for all received cases in “Deadlines” tab.
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‘W//,//%V

Service Provider authority - 10
Commission

@& Automatic translation (]

i} Dashboard Received Requests

Z e Superuser AllRoles
_ European Service Provider's Interface @ v @

"'B

(%) Received requests

Drafts

My received requests Deadlines

&k Downloads

Expected response: || Confimation of recelpt || Decision  [_| Outcome  [| Notification in reply
Deadlines: (@ Al () Overdue () Upcoming Clear all filters

No results found

Items per page: | 20 v

Figure 3-19: Deadlines tab

3.3.4 Downloads

This section contains files that have been downloaded by users using the Download button
in the specific case view. To see more details please check section: 10.3
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4 Search for a case

o Supsrucer Aok
repean | Service Providers Interface oo Aok @)~ @ e

Automatic transation e &

My received requests 4 Deadlines
s

/ @® w0 () Epoc () ePoceR only urgsnt

g

+ &h x G r"l ke
(m Received date. Rel Title National Case No. From Tywe Status
0 181002026 EPOUFROEXNIE  |ocuing EPOC for sontont data_giles 10 [T EFOC 2 o
m| 082025 il (TR Eroc al ™
0 171092025 Sy T FRDER0TS 0917 oot for clarficaion n 980050 0 the EPOC PR for 1P dsta_mindaugas 10 5 R erocrr 2| D
| 18092025 A ssuing EPOC for content data_tina. 122 ’ [T Eepoc 2| =
O 1mazes TPOCTROEASINT e POC and Sea T EpoC 2
| 171082025 EPODFROE2025W1T Racaption of EPOC and Sones 5 for Rofusal_giles.ir10 [T Eroc 2| =
[m] a9z SCTRAROE0Z R Request or clanfcation in respanse 10 ihe EPGC PR 10r P G313 SIBeS.Ir10 (TR erocrn (2| 2D

Figure 4-1: Search for a case

(D Open a list of received case requests in the menu, which will indicate the context of a
search.

(2) Enter full or partial title or reference number or National Case number of the case you
are searching for.

(3 Select the type of a case you are searching for.
() Click Search.
(5 Matching search results from: Title or Reference Number will be returned.

. , Cdb Integration
ié‘ European Service Provider's Interface enthy rame 2 ® v @
= Commission

m Aulomatic ranslation 9 &
Last edited drafts

My draft requests
N e Uacis Tille, reference number or National Gase Number
= Request type

Q Search -
@ Al () EPOC () EPOCPR 6
+ Show search filters X Clear all filters
D Created date | Title National Case No. To Type Status

lems per page: | 10 v

Figure 4-2: “Search filters” button

Optionally, you can filter the list of received requests by applying filters:

(6) Click Show search filters to expand the panel.
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& Dounioads Tile, reference number o National Case Kumber

Reaquest type

Date rom Da
ssuing Stato =
] Recaived  [] closes [ witha Ds 7/
[ ! & Receedame et e Naonai Case No. From Type samn
POCFRDE-2025
] 18002025 EPOUFROEZALIMIE  |osuing EPOC for content dota_pilles-ri0 T EFOC 2 =
EPOC-FROE-2025-0-30-
30092025 R L
I} V081202 ey t [T EPOC a D
0 o Request for claihcation in response to the EPOC PR for P data_mindaugas.frin T rocr |2 CED
EPOC-FRDE-2025-00-18
0 o Issuing EPOC for T o [
s EPOC-FRDE-2025-00-17 eomton o1 EPOC ant .
m} 1maR02s o Recepiion of EPOC T eoc &

Figure 4-3: Search criteria fields

(@) Select filtering options on the panel.

Click Apply.

(9) Results will be returned.

You can filter out cases that are not urgent using the embedded filter “Show only urgent
cases”.

@D To collapse the expanded view, click “Hide search filters”.

4.1 View closed cases

If a user wants to view closed cases, they should choose the relevant category from the left-
hand menu to see the type of case they are interested in.

‘M & curopean Service Provider's Interface
= Cammission

Received Requests

My received raquests Deadunes

i — i, et e e orNational Gass Mumbes
a =3
®m (O eroc () EFoCER A et s

Figure 4-4: Searching for closed cases

(D Select “Show search filters”
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Service Provider's Interface

Received Requests

e, retesence numbier o Nabonsl Case Number
o = e
® O eroc (O erocew ‘snow oy urgent cases

Figure 4-5: Applying filters to search for closed cases
() Select Closed checkbox and then (3) “Apply” button.
All Closed cases will be displayed.

To narrow down the search criteria further, additional search filters can be added.

4.2 Clear all filters

Service Provider's Interface

Received Requests

My received requests. Deadiines

Titie, referance number o National Case Number

ot to roceved @ o )
4
Status; Received [ ] Ciosed [ ] withdrawn [ Deleted m
O 1 @ Receredume A Tite Natons Cane Ho = o st
| 131002025 SoCTROEISIIIE iosuing EPOC for contont data._giles.ri0 [T £FoC R oo
n| soowazs frocrRoEIIN T ER ... )
n| 1oar2s EPOCPRFR-DF 2025 3317 ¢ cyest fo clanficaion inrospons 1 40 EPOC PR or P dta_mindaugas 0 1R rocer |8 CEZD
0 131002025 SrOCTROEINIIIT  losuing EPOC for contont data_tina 22 [T £POC R rocorvos
| 1710912025 oy TEOETSOIT Rocoption of EPOC and Sending Grounds for Refusal mindaugasfria [T £FoC PO oo

Figure 4-6: “Clear all filters” button

(D Click “Clear all filters”.
(2 Click ,,Apply” button.

A list will be refreshed to a default state.
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5 View a case

To view details of a received case:

. . Cdb Integration
! European Service Provider's Interface enty name 2 @ ~ @EN
== Commission
0 Automatic translation o &
1 My Dashboard
Last edited cases
Received requests (@)  Drants My tasks
EPOC-FRDE-  SelenideTest - EPOC - scenario: DEVEEV-2300 - Form 1 - Message SelenideTest -
23/01/2026 2026-01-23. routing 6a - Receiving (Service Provider) - timeStamp: 2026-01-23 1] FR EPOC 2 EPOC-PR -
0008-1 08:10:35 scenario:
DEVEEV-2589 -
EPOCPR-FR-
Form 5 - Active
SelenideTest - EPOC-PR - scenario: DEVEEV-5317 - Form & - View
0172026  01- F poC.PR | +® )
ZET s [zt - Section A - imeStamp: 2026-01-23 08:41:63 LI FR EpoC 2 ED Buttons - Get Complete
23-0029-1 PDF/Print -
EPOCPRFR- g qtenide Test - EPOC-PR - scenario: DEVEEV-5318 - Form 6 - View ::“::::‘p‘ 2;25-
DE-2026-01- N . Il FREPOCPR 4R }
- Section B - time Stamp: 2026-01-22 08:32:43
22-00311 - "
EPOCPR-FR-
SelenideTest - EPOC-PR - : DEVEEV-3774 - Form § -
2210172026 DE-2026-01- cleniastes seenane erm Il FR EPOCPR &
200081 Editing - Section D - time Stamp: 2026-01-22 0B:17:40 SelenideTest -
EPOC-PR -
EPOC-FR-DE scenario
28/0112026 2026-01-28. User Manual 1 | 1 B EPOC v{ DEVEEV-2585 -
0001-1 Form 5 - View - Compite
Section B -
. . Cdb Integration i
European | Service Provider's Interface ontty mams 2 @ @ en
Commission
@@ Automatic transtation @ A
Dashboard User Manual National Case No. | +
EPOC EPOC-FR-DE-2026-01-28-0001-1 ® Comment & Downioad Workflow v
Drafts
Overview  Form 1 Event & Message Timeline
ISSUING STATE 11 French Republic ENFORCING STATE 8 Federal Republic of Ger,
ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES 'Pousu“{fw.wsn/‘
SERVIGE PROVIDER sp name 2
sion —
TYPE OF ADDRESSEE: Legal representative
ENFORCING AUTHORITY Staatsanwaltschaft Dortmund Zweigstelle Hamm (4)
(O status | Received | @2 Linked cases + Add case link

No cases linked

Request started on. 28/01/2026 09:16

Latest update on 28/01/2026 09:16

Figure 5-2: Viewing case details: Overview tab

(@ A case with details will be displayed. Click through available tabs to view available
information.
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6 Icons of messages

The purpose of this section is to provide a concise overview of the messages exchanged
within a case, focusing on the most important events. This allows the user to quickly see
which key messages have been sent to the counterparties.

¢ Blue icon indicates that a message has been sent by service provider.
e Grey icon indicates that a message has not been sent by service provider yet.

6.1 EPOC Message Icons

An EPOC section with one service provider may look like in the example below:

EPOC EPOC-FR-DE-2026-01-21-0002-1 #® Comment & Download Workflow v

Overview Form 1 Form 3 Event & Message Timeline
ISSUING STATE 11 French Republic ENFORCING STATE B8 Federal Republic of Ger.
ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES

SERVICE PROVIDER sp name 2

osason — °
TYPE OF ADDRES SEE: Legal representative
ENFORCING AUTHORITY Staatsanwaltschaft Dortmund Zweigstelle Hamm (4)

Figure 6-1: EPOC Message Icons

Hover the icon to see the description.
Click the name of the addressee to see the details.

6.2 EPOC-PR Message Icons

For EPOC-PR, there is a different set of icons available.

Overview Form 2 Form 3 Event & Message Timeline
ISSUING STATE 11 French Republic ENFORCING STATE B Federal Republic of Ger...
TN N
ISSUING AUTHORITY Issuing Authority - 10 ACCEPTED LANGUAGES [ EN |( DE )
N
SERVICE PROVIDER Service Provider authority - 10
Decision
TYPE OF ADDRESSEE: designated_establishment

Figure 6-2: EPOC-PR Message Icons
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7 Case ownership

Each case marked with a Global Case ID can have many local instances.

The first instance of the case appears at the very moment of a new case creation. This instance
is owned by the issuing State authority to which the creating user with an Author role belongs.
Regardless of how many users from many competent authorities collaborate over the Draft
edition, this Case instance will be owned by the issuing State authority and all messages
coming out within that case, sent by anyone having access to the case, from any authority,
will be sent in lieu of the issuing State authority.

Any comments added to the Case are never sent to another party. They are accessible only
locally, to users of one Case instance.

Every time the Case is being received by a competent authority/ service provider, a new Case
instance is being created, owned by competent authority/ service provider that received the
Case.

Please remember that communication between competent authorities and service providers
is always two-way only, never multi-party. In case we have two service providers that can
communicate with the issuing authority, they do it independently as there is no way of direct
communication between the two service providers, because each of them has a separate Case
Instance.
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8 EPOC

8.1 Introduction

A European Production Order Certificate (EPOC) is a certificate issued by a judicial authority
of a Member State, which requires a service provider offering services in the European Union
to produce electronic evidence, such as subscriber data, content data, traffic data, or data for
the sole purpose of identifying the user, for the purpose of criminal proceedings.

The EPOC is based on the principle of mutual recognition and is issued in accordance with
the rules and procedures set out in EU Regulation 2023/1543. The certificate is used to obtain
electronic evidence from service providers established or represented in another Member
State, in order to facilitate the investigation and prosecution of criminal offences.

8.1.1 Overview

The Internal Workflow encompasses the entire process from the creation of a new case to the
transmission of the EPOC to a service provider’s legal representative or designated
establishment (and enforcing authority, if applicable). This process takes place within the
Competent Authority’s module of the RI and is restricted to authorized users from the issuing
State authority.

Once all steps of the Internal Workflow are completed, the EPOC can be sent to a chosen
service provider/ enforcing authority. The communication between the issuing authority and
the addressee takes place within the External Workflow.

8.1.2 High Level End to End Process

1. A competent authority from the issuing State creates an EPOC, specifying the
electronic evidence to be produced.

2. In some cases, and in some Member States, the EPOC may require validation by a
judicial authority in the issuing Member State.

3. The EPOC is transmitted to an appropriate addressee in another Member State (and
enforcing authority, if applicable).

4. Communication between service provider and competent authorities takes place,
allowing for the exchange of information and potential issues related to the EPOC.

5. The service provider can raise concerns or objections regarding the EPOC through a
dedicated regulatory form (Form 3), which may lead to modification of the request.
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8.1.3

The requested electronic evidence is provided by the service provider within 10 days
(or 8h in emergency cases) of receiving the EPOC, unless the enforcing authority
raises grounds for refusal or the issuing authority withdraws the request.

The issuing authority may withdraw the EPOC at any time, which will terminate the
production of electronic evidence.

Case is Closed once the requested data are provided.

Roles and responsibilities

Within the RI, users can be assigned one or multiple roles, which grant them the ability to
perform specific actions. For the Service Provider’s module of the RI, only the Supervisor

will be available, and users assigned to this role will have the corresponding permissions and
capabilities.

8.1.3.1 Supervisor

The Supervisor role offers broad privileges, enabling users to manage and oversee EPOC and

EPOC-PR cases without requiring assignment to a specific case. Key responsibilities and
capabilities of the Supervisor role include:

1.

Viewing all incoming EPOC and EPOC-PR cases within their entity.

2. Adding and/or removing users to/from the received EPOC/EPOC-PR(s).

(8]

© Nk

Creating and sending all messages available within the context of EPOC and EPOC-
PR cases.

Closing a case.

Deleting a case.

Reopening a closed case.

Adding internal comments.

Scheduling the download of a complete EPOC/EPOC-PR case to a ZIP file and
subsequently downloading the generated file.

8.2 Execute EPOC

Upon receipt of a new EPOC case, the service provider assesses the certificate.

Page 37 of 91




Date: 23/01/2026

Version: 0.1

8.2.1 Submit Form 3

In case the service provider cannot provide the requested data, they inform without undue
delay both the issuing, and the enforcing authority if applicable, about reasons for non-
execution by sending back Form 3.

(D View the incoming Form 1.

o Cdb Integrat
% fropean | Service Provider's Interface et name s @ v @eEn

Commission

€8 Aulomalic ransiation

National Case No.  +

User Manual

[©) Received requests

EPOC EPOG-FR-DE-2026-01-28-0001-1 #® comment & Downioag workliow A
B prafs
n Overview  Form 1 Event & Message Timeline = Forms (&
& Downloads
[ Send other information
ISSUING STATE 11 French Repubic ENFORCING STATE M Federal Republic of G
g Y4 N\ @ Out
ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES (poust ) (encush ) uicome
—_—

SERVICE PROVIDER p name 2 @ Request for additional information

Decision — (
Close acase

Figure 8-1: Creating Form 3

(2 Click Workflow > Form 3.
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- Cdb Integrati f 1
urpean | Service Provider's Interface D g @ v @eN
@@ Aulomatic transiation o ~
User Manual National Case No. | +
EPOC EPOC-FR-DE-202( 3 2011 ® Comment & Download Workflow v
B orans
Overview Form 1 Form 3 Event & Message Timeline
& Downloaas
Date of creation Recipients Deadiine for reply
Form 3 | DRAFT 2810112026 Tribunal Judiciaire de Paris(1)
& GetPDF/Print @ AttachBocument Vaidation check © Copyform | | W Delete draft
ipgodaetion secion INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR
SECTIONA

Certificats concemned

SECTION B

Relevant authority(ies

SECTION C
Addressee of the EPOCEPOC-PR

SECTION D

Reasons for non-axecution

SECTION F

Request for additional information/darification 4

SECTION G

Preservation of data

SECTION H
Contas
repre:

@ Success X
s Interface BE-EPOC
2-CODEFREEZE

Form 3 has been created successfully!

s Auto save ‘

Figure 8-2: Form 3 tab displayed

(3 A new draft will be created and displayed in a dedicated tab with Form 3 ready for
completion.

(®) Complete Sections A-H of Form 3 by using the List of Sections menu.

(5 Attach documents, if needed.

8.2.1.1 Mandatory fields

All mandatory fields must be filled in before Form 3 can be electronically submitted. These
mandatory fields are checked by a validation check. This validation consists of set of
syntactical and semantical validations of the data contained in the form. A check is performed
to verify that all required (mandatory) fields of Form 3 have been filled. You can trigger
validation manually at any time, while you edit a form.

To trigger validation:
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b

Service Provider's Interface

European |
Commission

User Manual

(%) Received requests

B orans

& pownioads

EPOC EPOC-FR-DE-2026- 011

1

Overview  Form 1 Form 3

Form 3 | DRAFT

i

& GelPDF/Print @ Altach Document

Introduction section

SECTION A

Certificate conc:

SECTION B
Relevant authorityies)

SECTION C
Addresses of the EPOC/EPOC-PR

Figure 8-3: Form 3 validation

Date of creation
28/01/2026

v Validation

@ Automatic transiation [}
National Case No. +
& Downioaa Workflow

® Comment

Event & Message Timeline

Reciplents:
Tribunal Judiciaire de Paris(1) -

check

INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR

Under Regulation (EU) 2023/1543 of the European Parfiament and of the Council (1), in cases where the addresses
cannot comply with its obligation to preserve the requested data under an EPOC-PR or 1o produce it under an
EPOC, cannot respect the specified deadline or does nol provide the data exhaustively, this form should be
completed by the addressee and sent back to the issuing authority as well as, where a notification ook place and in
other cases where applicable, to the enforcing authority referred to in the EPOC. without undue delay

(D View a received case and select Form 3 tab.

(2) Click Validation check.

Service Provider's Interface

European |
Commission

Dashboard
(5 Receive
B vratis

&, Downloads

User Manual
quests

EPOC EPOC-FR-DE-2026-01-26-0001-1

Overview  Form 1 Form 3

Form 3 [pRarr 2710112026

& Get PDF / Prin @ Attach Document

Introduction section

SECTION A 1

Certificate concemed

SECTION B

Relevant autnority(es)

SECTIONC
Aderesses of the EPOC/EPOC PR

SECTION D

Reasans for non-execution

@example.com

Interface BE-EPOC-
DEFREEZE

Service Provider

Figure 8-4: Form 3 mandatory fields

Date of creation

+ Validation check

Cdb Integration

® Comment &

Event & Message Timeline

Reapients
Tribunal Judiciaire de Paris{1) .

INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR

Under Regulation (ELJ) 2023/1543 of the European Parliament and of the Council (1), in cases where the
addressee cannot comply wih its obiigation to preserve the requastsd data under an EPOC-PR or to producs it
under an EPOC, cannot respect the specified deadiine or does not provide the data exhaustively, this form should
be completed by the addressee and sent back o the issuing authority as well as, where a notification took place
and in other cases where applicable, to the enforcing authonity referred to in the EPOC, without undue delay

8

Where /.

identif

sted even where additional information is needed to

A\ Warning
. OC/EPOC-PR is insufficient for thal purpose. If

Please fill all required fields

X

© Copy form

Cdb Integration
‘enfity name 2

Deadiine for reply

O Copy form

ity name 2

(]
National Case No. | +
Download Workflow

Deadline for reply

W Delete draft

Auta save Q)

@v @ en

3 Automalic transkation

@v @ En

~

W Delete gran

(3 Validation will be performed and the warning or success message will be displayed. If
there are validation errors, fields and sections containing errors will be highlighted.
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8.2.1.2 Complete Form 3

I\ ) Cdb ntogration .
EQy oo, | Service Providers interface e @ B

test1

EPOC EPOC-FR.DE-2026.01-21.0002.1 » Comment & Download | | Wordow A

Overview Formi  Form3  Event & Message Timeline Complete 1
Date of coation Recpionts Dsading forvepty. | [ Fom 3
Form 3 [ orart 20112026 Tribunal Judiciaire de Paris(1)

[ Sand other information
& Ouicome

Introduction section INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR Request for sddhionsl information

Si

W Close  case

SECTION B

Relevant suthoryies)

SECTION C
s

nesses of

Figure 8-5: Form 3: Complete

(D In the edited form, click Workflow > Complete:
e A success message will show up in the bottom.
e A new status: “Completed” will show up in the Accordion view display.

8.2.1.3 Review Form 3

Upon reviewing the form content, the user can choose to: accept the review, return the form
for amendments, or reject it entirely.

Service Provider's Interface Cdb Integration @v @

test1 National Case No. | +
4

EPOC EPOC.FR-DE-2026.01.21.00021 & Comment & Download Workflow A

Overview  Form1  Form3  Event & Message Timeling Accept Review (W0
Dat= of creation: Recipiants Deadine for raply:  Reject
Form 3 (compLeTED 72026 Teibunal Judiciaire de Paris(1)
Ret for amend
& GetPDF @ ¢ u v Val 4 A Eam

Figure 8-6: Form 3. Accept review

(D In a completed form click Workflow > Accept Review:
e A new status: “Positively Reviewed” will be displayed in Form 3 Accordion view.

Alternatively, the user can take one of the following actions:

A. Return the form for amendment: Click Workflow > Return for amendment and
enter an optional message. This will revert the form to an editable draft version,
allowing the user to make amendments and then click Workflow > Complete to
proceed.
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B. Reject the form: Click Workflow > Reject and enter an optional message. This will
result in the form being rejected, and the Workflow buttons will be disabled,
preventing further actions from being taken for this form.

8.2.1.4 Sign Form 3

Once the form has been reviewed and approved, the next step in the internal workflow is to
apply a digital signature to Form 3. Please note that the form can still be edited at this stage,
prior to selecting “Sign” from the Workflow dropdown menu,

Step 1: Download Signed PDF

::;- 8- curopean ‘ Service Provider's Interface

test1 National Cass No. | +
EPOC EPOC.FR.DE.2026-01.21.0002.1

Overview Form1  Form3  Event & Message Timeline

creation Recipients
Form 3 | posmveLy RevieveD IV Tribunal Judiciaire de Paris(1)

Introduction section SECTION B. Relevant authority(ies).

SECTIONA
Certficate cancern

S
e

SECTION C
A e EPOCIEROC

Figure 8-7: Form 3 signing
(D In a positively reviewed form click Workflow > Sign

Signature Form 3 X

1. Please download Form 3 PDF document to your disk. 2
& Download Form 3

2. 8ign the document and upload it

X Upload Form 3

Figure 8-8: Form 3 download

(2 Download PDF to your computer by clicking Download Form 3.

Open the PDF in Adobe Acrobat Reader software.
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Commission

Dashboard
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SECTION E
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Presarvation of dali

SECTION H
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are needed.
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hal sek them. without undue deiay. usng this form.

22 European Production Order Certficate (EPOC)
D2 European Prasarvation Order Certificate (EPOC-PR)

SECTION B: Ralevant authorty(ws)

issuing authority. Tribunal Judiciaire de Paris(1)

File number of the ssuing suthonty:

F applicable. validating suthority-

f appiicable. file number of the validating authority-

¥ appicable. @
1f avalable. fla number of the enforcing authority

Date of issue of the EPOC/EPOC-PR.

Date of receipt of the EPOC/EPOC.PA: 20/01/2026

[SECTION C: Addreszee of the EPOC/EPOCPR.
Addresses of the EFOC/EFOC-PR entity name 2
File number of the addresses:

SECTION D Reasons for non-execution

Name of the relevant servce. tst
Identiier: Other
Value: tast

the followng reasen(s)
Citis ncomplete

Figure 8-9: Opening Form 3 in a PDF form

[B Create POF

B8 Combine Files

E2 editeoF

A, Fill&sign

[ export POF

¥ Organize Pages

E“u Send for Comments
Comment

Scan & OCR

Protect

> QO B 0

More Tools

Cab Integration <
wgraten (@)~ @ en
@@ Automatic transtation o A~
National Case No +

& Download

Workflow v
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N A Cab Integration 14
European Service Provider's Interface o ® @ EN
g Commission

@0 Aulomatic iranslation @
EROC-FR-DE-2026-01-28-0001-1-EPOC-FORM_3.pdlf - Adabe Acrobat (64-5i) - o x
| I C: L] +
Bl Case No
Fie Edt View E-Sign Window Help x
() Received requests I
= Home Tools Document @ L. I
Drafls I -
Q, Search tools
- | E8 combine Files
&, Downloads
52 editpoF
Create & Edit o
A2, Fill & sign
[® Export PDF fm ¥ Delete oran
B! 4l =
=] - #[] Organize Pages

Create PDF Combine Files Organize Pages Edit PDF

Add : Open : Open :
E3 comment

Q° El B Scan & OCR

Export PDF Scan & OCR Rich Media O Proteat

Bl Bl =D '

Forms & Signatures J
174 &) &5

Fill & Sign Prepare Form Certificates

=m = | =5

[ Send for Comments

b

Share & Review

EFREEZE

Figure 8-10: Signing Form 3 in a PDF: “Tools” tab

(3 Click Tools > Certificates.

B Cdb Integration
European Service Provider's Interface ® v @eN

entry name 2
Commission

Dashboard ( @ EPOC-FR-DE-2026-01-28-0001-1-EPOC-FORM _3.pdf - Adobe Acrobat (64-bit) x
alcaseNo.  +
File Edit View ESign Window Help x

Mome Tooks Document BEQ|®® 13 KME R P oo,

Certificates

(2] Received requests

B or

& Downioass

Workflow

[ Time Stamp g, Vaiidate A1l Signstures @ Certify (Visible Signature) @ Certify (Invisible Signature)

INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR

W Delete draft

Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1), in cases
where the addressee cannot comply with its obligation to preserve the requested data under an

Y ea

Figure 8-11: Signing Form 3 in a PDF: “Digitally Sign” icon

@ Click Digitally Sign.
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" N Cab Integration 28
European Service Provider's Interface oy ® v @EN

Commission

0@ Automalic ranstation o A
[
shboard C]
Fle Edt View E-Sign Window Help x
S Received requests z
= Wome, ‘Tooks  Doaent B EQ ® s A M@ R P 0
B orafs —_—
l Certificates [ Time stamp ( Close
& Downloads =
Identifier: Other 2 ] W Delete draft
Value: test [=]
Sign Document X a
Time range start:
PO s nommous) 225,121 b

Time range end:

The requested data (tick the reley il inon More Datall B

O are being preserved until tk ing authority, or where

. Appearance:  Standard Text

applicable, the enforcing at ecessary to preserve and
produce data or until the n¢ Digitally signed he issuing authority that

makes it possible to narrow Anonym by Anonymous uced

O are not being preserved (th Date: 2026.01.28 ally, e.g. if the service

provider does not have the ous 10:39:45 +01'00' :annot identify the requested i
data sufficiently) =
Additional information if needed: (iock pocument After Signing O
»
SECTION H: Contact details of they =~ esentative of the service
provider 5 %

Name of the designated establishn <™ I vice provider:entity name 2
Contactnfo: |

Name of the contact person:

Post held: Enter certficate password and clich _ ‘Sign’ button

Address:ul. Prosta 1, 00-000 Wz r G_/

Tel. No: (country code) (area/city ¢ e . =

Fax No: (country code) (area/city code)+48 22 555 000 —_— 5/

Email:de-pl@euronet.example

Name of the authorised person:

Date

Figure 8-12: Signing Form 3 in a PDF: Choosing appropriate area

(5) Using your mouse, click and drag to draw the area where you would like the signature to
appear.

(6 A modal window will appear. Click Sign.

(7 Choose a location to save the signed document. Click Save. Use your own signing
method. A possible method is outlined below.

@ Windows Security X

Smart Card

Please enter your PIN.

I::E:I:] PIN
PIN

Click zre for more information

8
/i

“ Cancel

Figure 8-13: Signing Form 3 in a PDF: Entering your PIN number

Enter your PIN number and click OK. A signed PDF will be generated and saved.
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Step 2: Upload Signed PDF

Signature Form 3 X

1. Please download Form 3 PDF document to your disk.
X Download Form 3
2. Sign the document and upload it.

L. Upload Form 3

Submit

Figure 8-14: Uploading Signed Form 3

@ Return to the RI and click Upload Signed Form 3.
@ Browse for your signed PDF file and click Open.

8 . . Cdb Integration i
n S European | Service Provider's Interface by w2 @ v @En
m Automatic ranskalic 0 &
. User Manual National Case No. | +
eceived requests
EPOC EPOC-FR-DE-2026-01-28-0001-1 # Comment & Download Workflow
&) prans
Overview Form1  Form3  Event& Message Timeline
& Downloads
Date of creation Reciplents Deadiine for reply
Form 3 (READY TO SIGN 28/01/2026 Tribunal Judiciaire de Paris(1)
L Get t © Copy form W Delete aran

Introduction section SECTION H: Contact details of the designated establishment/ legal representative of the service provider

SECTION A .
Certicate concemed Signature Form 3 .

Attachments

Document.pdf x

SECTION C (@ Document already uploadea Created at
Addressea of the EPY 28/01/2026 10:50

SECTION D
X Delete upicaded document

SECTION E
Canficting obligations arising from the law of third ul. Prosta 1, 00-000 Warszawa, PL

Figure 8-15: Submitting Form 3

@ If the signature is positively verified during the upload, a pop-up with success message
will appear. Click Submit.
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pean ‘ Service Provider's Interface

mission

test1
EPOC EPOC-FR-DE-2026-01-21-0002-1 ® Comment

Overview Form 1 Form 3 Event & Message Timeline

Date of creation Recipients: Deadiine for reply
Form 3 (ReapvTo SiGN 2110112026 Tribunal Judiciaire de Paris(1) .
Signature Form 3 X

& GetPDF/Pint @ Attach |
1. Please download Form 3 PDF document to your disk.
Introduction section

& Download Form 3
SECTIONA
Certficate concered 2. Sign the document and upload it

ply with its obligation to
SECTION B &, Upload Form 3 £s not provide the data

Relevant authorityies) Itook place and in other

SECTION C w
Addressee of the EPOC/EPOC-PR

672 POSSIBIa, he" 30aressas SHall praserve The data Tequested 6Ven Where aaamonal Tormaton 18 nesded 1 Taemy tem precisely. unless the
information in the EPOC/EPOC-PR is insufficient for that purpose. If dlarifications by the issuing authority are needed, the addressee shall seek them.
without undus delay, using this form

SECTION D
Reasons for non-execution

SECTION E

Conflicting obligations arising from the law of third country

SECTIONF

Request for additional informati ation

SECTION G
Preservalion of data )

SECTION H @ Error x
Error while adding attachment

Figure 8-16: Error message during the wrong PDF upload

(@) If the signature is not positively verified or a wrong file has been selected for upload, an
error message will appear. Check that you have uploaded a correct file.

The status of a form will change to “Signed”.

Alternatively, before signing the form, the user can take one of the following actions:

e Return the form for amendment: Click Workflow > Return for amendment and
enter an optional message. This will revert the form to an editable completed version,
allowing the user to make amendments and then click Workflow > Complete to
proceed.

e Reject the form: Click Workflow > Reject and enter an optional message. This will
result in the form being rejected, and the Workflow buttons will be disabled,
preventing further actions from being taken for this form.

8.2.1.5 Send Form 3

The last step of internal workflow is to send the form.

(D Open the signed Form 3.
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Figure 8-17: Sending Form 3

(2) Click Workflow > Send
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Figure 8-18: Form 3 Sent

The system will perform a validation check. If validation is performed successfully, the form
will be sent, and the form status will change to “Sent”.

Exceptions:

e Validation error — in this situation you will be able to correct errors in your form and
resend.
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e Sending error — in this situation you will be able to resend a using a Resend button
on the Timeline.

NOTE: Form 3 can be deleted while in draft mode, and a copy function is available, enabling
you to duplicate the form and populate it with existing data.

8.2.2 Terminate a process upon withdrawal of the request

If you receive a Withdrawal request from the issuing authority, then you should terminate all
ongoing actions, send confirmation to issuing authority and manually delete all gathered
evidence, especially sensitive content. The EPOC status will change to “Withdrawn”.

To manually confirm the withdrawal:

o Cdb Integration L
European I Service Provider's Interface m?,n.,w @ v @ N

= Commission

8 Automalic transiation I
#3 Dasfiboard User Manual National Case No. | +
5} Received requests
EPOC EPOC-FR-DE-2026-01-28-0001-1 #® Comment & Download ‘Workflow A
B oratts
Overview  Form1 Form3  Event & Message Timeline G4 Form 3

&, Downloads

(1 Send other information

ISSUING STATE 11 French Republic ENFORCING STATE W Federal Republic of G
ISSUING AUTHORITY SERVICE PROVIDER sp name 2 Outcome
Decsion | @ Request for adaitional information
TYPE OF ADDRES SEE: Legal representative (&1 Confirm the end of transaction 1
ENFORCING AUTHORITY Staatsanwaltschaft Dortmu

Close a case

Figure 8-19: Confirm withdrawal
(D Click Workflow > Confirm the end of transaction.
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Confirm the end of transaction X
|
Sender Recipient ‘
- _ - . o ‘
1l Vodafone Czech Republic a.s Al EPOC_1_BE1 Ministerstwo Sprawiedliwosci
(1] Vinohradska 167, 100 00 Praha, CZ 1 |!|A\. Ujazdowskie 11
R4 0999 120 33 00-850 Warszawa
) R 48222330870
-
¥ ge-cz@euronet.example 1 48226280949
S pk@gov.pl
Message:
Nomal :| SamsSeiif : B I U S |A X, %X} = | iE == = I & & | 0chrdes
Please enter the reason for the selected decision
2
“
4 3 5

/4

— ) Success X

Figure 8-20: Confirmation of withdrawal pop-up

(2) Type your message in the text area.

(3 Attach documents, if needed.

(@) Click Save, to keep the message in the system as a draft.

(5) Send the confirmation of withdrawal to the issuing authority.

8.2.3 Provide the requested data

Follow the steps below to send either partial data requested by the issuing State authority or
the full data requested:

ean ‘ Service Provider's Interface

et

test-600613-2 +
a y 4

e A
P

& Do

ISSUING STATE 1} French Repubic ENFORCING STATE W federal Repubiic of Ger.

ISSUING AUTHORITY ssuing Authorty - 1 'ACCEPTED LANGUAGES

© Request for additional information
s B .

TYPE OF ADDRESSEE: designated_estatichment

Figure 8-21: Create Outcome: Workflow menu

(D Click Workflow > Create Outcome
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Outcome X

[ SENDER &3 RECIPIENT

D Tribunal Judiciaire de Paris(1) (Issuing authority)
entty name 2 (Servics provider) 2

] Dortmund Zwai Hamm (4) (Enforcing authority)
Atleast one option is required
Message
Nomal :| |SamsSerf :| B T U S| |A| X X |=||iE = & = | & & || 0chersces
Please enter the reason for the selected decision
P
Final outcome 5

[5 signed Message

+ Upload docr.~nt 7
6 3
© Attach Document _¢ﬂ Get PDF / P

Figure 8-22: Outcome: Pop-up window displayed

(2) Select the recipient(s) of the message.

(3 Attach documents, including evidence.

(@) Type your message in the text area.

(5) Select the “Final Outcome” switch if this is a full outcome (all requested data is provided
and no further data will be sent). Leave the switch unselected if this is a partial outcome (only
part of the requested data is provided, and the remaining data will be sent in a subsequent
message).

(&) Click Save, to keep the message in the system as a draft.

(@) Click Send to send the outcome to the selected authority(ies).

= . - Cdb Integration
“%’ European | Service Provider's Interface enuty name 2 @ v @EN
== Commission

a8 Automatic translation

User Manual National Case No. | +

EPOC EPOC-FR-DE-2026-01-26-0001-1 ® Comment & Download Workflow
ey Overview  Form1 Form3  Event & Message Timeline
'O Update messages
2710112026 09:34 8 W Delete
(' Investgation outcome
# Edit

Figure 8-23: Deleting data: Outcome tab

If needed, it is possible to Delete Outcome draft from the Event & Message Timeline.
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NOTE: You can create another Outcome message(s), following the steps above.

8.3 EPOC Deadlines execution

This feature is not available in version 4.0.0. [WIP]

8.4 Import/Export Webservices

bl

Import/ Export Webservices are described in the document “Public REST APIs Document
[RD 01], but in summary:

EPOC and EPOC-PR legal cases can be exported from the RI to a service provider’s own
system via REST services. However, service providers cannot import cases into the RI.

Export creates a specially structured zip file of the already existing EPOC/EPOC-PR Legal
Case. Outgoing and incoming Legal Cases can be exported independently of its status.
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9 EPOC-PR

9.1 Introduction

A European Preservation Order Certificate (EPOC-PR) is a certificate issued by a judicial
authority of a Member State, which requires a service provider offering services in the
European Union to preserve electronic evidence, such as subscriber data, content data, traffic
data, or data for the sole purpose of identifying the user, for the purpose of criminal
proceedings.

The EPOC-PR is based on the principle of mutual recognition and is issued in accordance
with the rules and procedures set out in EU Regulation 2023/1543.

9.1.1 Overview

The Internal Workflow encompasses the entire process from the creation of a new case to
the transmission of the EPOC-PR to service provider’s designated establishment or legal
representative. This process takes place within the Competent Authority’s module of the RI
and is restricted to authorized users from the issuing State authority.

Once all steps of the Internal Workflow are completed, the case can be sent to a chosen
addressee. The communication between the issuing authority and the addressee/enforcing
authority occurs within the External Workflow.

9.1.2 High Level End to End Process

1. A competent authority creates an EPOC-PR, specifying the electronic evidence to be
preserved.

2. In some cases, and in some Member States, the EPOC-PR may require validation by
a judicial authority in the issuing Member State.

3. The EPOC-PR is transmitted to an appropriate addressee in another Member State.
Communication between issuing authority and service provider takes place, allowing
for the exchange of information and potential issues related to the EPOC-PR.

5. The service provider can raise concerns or objections regarding the EPOC-PR
through a dedicated regulatory form (Form 3), which may lead to modification of the
initial certificate.

6. The requested electronic evidence shall be preserved by the service provider for an
initial period of 60 days, which may be extended by an additional 30 days, provided
that the issuing authority does not withdraw the original EPOC-PR or notify the
service provider that preservation is no longer required.
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7. The issuing authority may withdraw the EPOC-PR at any time, which will terminate
the preservation of electronic evidence.
8. Case is Closed once the requested data are preserved for the requested period.

9.1.3 Roles and responsibilities

For EPOC-PR use cases, users accessing the Service Provider's module will be assigned the
Supervisor role, which entails the privileges outlined in [8.1.3]

9.2 Execute EPOC-PR
Upon receipt of Form 2, the service provider assesses the EPOC-PR.

9.2.1 Submit Form 3

In case the service provider cannot preserver the requested data, they inform without undue
delay the issuing, and the enforcing authority if applicable, about reasons for
non-execution by sending back Form 3.

Submitting Form 3 in the context of EPOC-PR follows the same steps as outlined for EPOC;
please refer to Section 8.2.1 for detailed instructions on completing this process.

9.2.2 Terminate a process upon withdrawal of the request

If you receive a Withdrawal request from the issuing authority, then you should terminate all
ongoing actions, send confirmation to issuing authority. The EPOC-PR status will change to
“Withdrawn”.

For more details on sending confirmation of withdrawal, please see section 8.2.2

9.3 EPOC-PR Deadlines execution

This feature is not available in version 4.0.0. [WIP]
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10 Basic functionalities

10.1 Communication between actors

10.1.1 View incoming message

To see a message/form received from an issuing/enforcing State authority:

(D Select Received Requests.
() Click a case you wish to view.

Depending on the type of a message:

. Cab Integration
Service Provider's Interface . ','-‘?,f-':-f.! @" G@En

Overview Form2  Formé  Event & Message Timeline

2k Dowlonts

Recipients:
Form 6 (ecenen entity name 2

& GetF

Moo sz 2 EXTENSION OF THE PRESERVATION OF ELECTRONIC EVIDENCE
SECTIONA

SECTION D
Extem

teasion of e pror preservaton seter

Figure 10-1: Form 6 tab: Overview

(3 If you receive a statutory form (Form 6, 5), it will be visible as a separate tab. Click it to
see 1its contents.
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test1
EPOC EPOC.FR-DE-2026.01.21.0002.1 4

Overview  Form1  Fomm3 | Ground: Event & Message Timeline

Recsiving date
Grounds for refusal form | Receven 2112026

& Get POF { Print
Grounds for refusal form

A SENDER

Stastsanwaltschat Donmund Zuweigsiele Hamm (4) ([Enforcing autharity)

A there grounds for refusal?

Please select the individual identiflers. concemed by the ground for refusal ™
01

Name of the relevant service:

Figure 10-2: Grounds for Refusal: Overview

Q RECIPENT

oty name 2 (Service provider)

® Comment & Dovmioad Viarkfiow

(@ If you receive a Grounds for Refusal predefined message (used in the context of EPOC),
it will also be visible in a separate tab. Click it to see the detailed information.

Mmoo

| Service Provider's Interface

Overview | Form1  Form3  Groundsformefusal fom g oy g Mossage Timelin
2012026 2305

1SSUING STATE 11 Frencn Repatiic

ISSUNG AUTHORITY Tribunal Judiciairs o2 Pans(

ENFORCING STATE

ACCEPTED LANGUAGES

SERVICE PROVIDER

comtmmraton (@)« @ e

8 Automati iransiation @ &

°
TYPE OF ADDRESSEE: Legai e
ENFORCING AUTHORITY igatete Ham (4
(@ status ( Rocetven @9 Linked cases ¥ Aoa case ik
No casas nked
Raquest staed on o206 1438
Latest upcaie an 2012028 2305
o5 Assigned @ Oisplay roles | | + Editusers
This list is empty
@ Attached documonts
Form3 ~
1 Gocumont.t s A status:
Grounds for refusal -
1. Document.xmi 6 .
7xE
2 Tokan / e
P Totanpar e

Figure 10-3: Other messages and attachments received from a Competent Authority

(5 Some messages do not have a dedicated tab and will instead appear in the Event &
Message Timeline.

(6) All attachments, messages exchanged in a process of communication, are displayed in
the Overview tab and in corresponding tabs.
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10.1.2 Send a request for additional information

Cdb Integration
entity name 2 @ 7 @ EN
OE Automatic translation Qo A

National Case No. | +
® Comment & Download ‘Waorkflow A
[ Form 3
[ Send other information
Outcome
1

6 Request for additional information

(=] @ Close a case

Figure 10-4: Selecting a “Request for additional information” button

(D Click Workflow > Request for additional information.

Request for additional information

9 SENDER g RECIPIENT

|:| Tribunal Judiciaire de Paris(1) (Issuing authority)

entity name 2 (Service provider) 2

[] staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)
Atleast one oplion s required

Message:

Nomal ¢ |SamsSenf | |B T U & |A X, X |= =iz | L |& & |0Charack
Please ¢ o sele sion
3
Deadline for reply
e @
[5 signed Message
6 N Upload / 5 nt

Figure 10-5: Steps to send a request for additional information

(2 Select the recipient(s) of the message.
(3 Type a message in the text area.
(@) Select a deadline for reply, if needed.
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() Attach documents, if needed.
(6) Click Save, to keep the message in the system as draft.

Cdb Integration
oot (@)~ @ o

User Manual

7

FPOC EPOCFR-DE-2026-01.26-0001-1 ® Comment & Downioad Worklow v

Form1  Form3  Event& Message Timeline

(e v 29, -
Croao et o Tribunal Jutcainedo Pais (), Saatsanwaltschat Dortmund Zweigattle Ham (6

Figure 10-6: Viewing a draft request for additional information

@ Click Event & Message Timeline tab to see a draft message.
Click Edit on the right side of message to edit your message and access Send button.

Request for additional information x ‘

[ SENDER & RECIPIENT

Tribunal Judiciaire de Paris(1) (Issuing authority)
entity name 2 (Service provider)
Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)

Message

Nomal :| |SansSeit ¢ B I U & A||x, X! =||iE = =&

Il
Il
Py
>

3 A | | O Characters

Please enter the reason for the selected decisior

Deadline for reply

=]

[5 signed Message

+ Upload document 9

Figure 10-7: Sending a request for additional information

(9) Click Send to send the message to the selected recipient(s).
Your message and a future reply from the message recipient(s) can be accessed from the
Event & Message Timeline tab.

10.1.3 Reply to a request for additional information

You can respond to a request for additional information received from a competent authority
by replying directly. This will associate your response with the original request and display
it as part of a threaded conversation.
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test1
EPOC EPOC.FR.DE-2026.01.21.0002-1

Overview  Form1  Groundsforrelusalform g
2102035 2305

D Upaste message

210112026 23:10 ( gk, Pquest for sostional imtormation 1

Recewed from sp name 2

Tokenpdt

Figure 10-8: Reply to request for additional information: Clicking” Reply” button

(D View the Timeline of a case, where the Request for additional message is displayed and
click a Reply button.

Reply to request for additional information

&9 SENDER Q RECIPIENT

2 D Tribunal Judiciaire de Paris(1) (Issuing autharity)
entity name 2 (Service provider) /

Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)

At least one option is required
Message:

Normal 3| |sansserf :| B I U &S||A||x, X* = F

= | 7| | <& & || Ocharacters

Please enfer the reason for the selected decision

3’,

[5 signed Message

L Upload doci'ment

5 4

/) /)

Q Attach Document ok, Get PDF / Print

Figure 10-9: “Reply to request for additional information” pop-up window
() Select the recipient of the message.

@ Type a message.
(@) Attach documents, if needed.
(5) Click Save, to keep the message in the system as a draft.

Draft will appear in Event & Message Timeline tab if the user clicks “Close”.
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EPOC EPOC-FR-DE-2026-01-23-0001-1 & Comment & Download Workflow
Overview Form1  Event& Message Timeline 6
) Update messages

28/01/2026 12:27 (&, Request for additional information
Received from Tribunal Judiciaire de Paris(1)

Token.pdf

&) created gran to

Figure 10-10: Reply to request for additional information: Editing a draft

@ Click Event & Message Timeline tab to see a draft message.

(@) Click on the message icon. A pop-up where you can edit the message and attachments
will appear.

Reply to request for additional information X

] SENDER L RECIPIENT

Tribunal Judiciaire de Paris(1) (Issuing authority)
entity name 2 (Service provider)
Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)

Message

Normal H Sans Serif & B I

Ic
i)}
>

X, X* | =

i
i
[7l
[7l
=

@A » 15 Characters

reply test

Show translation

[5 signed Message

Upload document

Figure 10-11: Replying to a request for additional information

() Click Send to send a message to the originator of the message.
Your message can now be accessed from Event & Message Timeline tab.

10.1.4 Send other information

Through the Workflow menu one can send any other information to the parties involved in
case processing.
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it & Download Workflow A

] Form 3
] Send other information 1
Outcome
e Request for additional information

l B Close a case

Figure 10-12: Send other information: Workflow menu

(D Click Workflow > Send other information.

Send other information bes

[ SENDER L3 RECIPIENT

[[] Tribunal Judiciaire do Paris(1) (issuing authority)

entity name 2 (Service provider)
/ D Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)

At least one option is required

Message

Normal :| sanssent :| B I U §| A||x, X} |[Z||IE == = | L |&Q & |0cwrmats

Please enter the reason for the selected decision

_J

5 Y, i_/

Figure 10-13: Send other information: Fields to fill-in

(2) Select the recipient(s) of the message.

(3 Type a message in the text area.

(@) Attach documents, if needed.

(5 Click Save, to keep the message in the system as a draft.

The draft will appear in Event & Message Timeline tab if the user clicks “Close”.
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EPOC EPOC-FR-DE-2026-01-23-0001-1 6 #® Comment & Download Workflow v
Overview Form 1 Event & Message Timeline
'O Update messages 7
28/01/2026 12:30 (" Send other information )

Created draft to Tribunal i de Paris(1) , Dortmund Zwei: Hamm (4)

test

Figure 10-14: Send other information: Editing a draft message

(6) Click Event & Message Timeline tab to see the draft message.
(@) Click Edit on the right side of the message. A pop-up where you can edit the message
and attachments will appear.

Send other information X
[) SENDER & RECIPIENT |
Tribunal Judiciaire de Paris(1) (Issuing authority)
entity name 2 (Service provider)
Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)
Message:
Nomal x| sanssent 1| B T U S |A| x, x| = [E== = L[4 2 | 0cmde
Plaase enter the reason for the selectad dacision
8 “
/' Save @ Attach Document | | ok Get PDF / Print

Figure 10-15: Sending other information

Click Send to send a message to the selected recipient(s).
Your message can be accessed from Event & Message Timeline tab.
10.1.5 Reply to “Send other information” message

When you receive a 'Send other information' message, you can reply directly to it. The system
will automatically associate your response with the original message and display it in a
threaded conversation.

Page 62 of 91




Version: 0.1 Date: 23/01/2026

EPOC EPOC-FR-DE-2026-01-23-0001-1

& Comment & Download Workflow
1
Overview Form1  Event & Message Timeline
'O Update messages 2
2800112026 12:34 () ([, Send other information') © Reply

Received from Tribunal Judiciaire de Paris(1)

test

Token.pdf

Figure 10-16: Reply to “Send other information” button

(D View the Timeline of a case, where the “Send other information” message is displayed
and click a (2) Reply button.

Send other information

[ SENDER L RECIPIENT

3 I:‘ Tribunal Judiciaire de Paris(1) (Issuing authority}
entity name 2 (Service provider)

Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)

At least one option is required
Message:

Normal : SansSerf :| B T

I

S| A% X |= |

iii
Il
il
-

= | T | & & | | 0chaactes
Please enter the reason for the selected decision

4

6 5

Figure 10-17: Reply to “Send other information” message pop-up window
(3 Select the recipient of the message.

(@) Type a message in the text area.

(5 Attach documents, if needed.

(6) Click Save, to keep the message in the system as a draft.

Draft will appear in Event & Message Timeline tab if the user clicks “Close”.
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. . Cdb Integration
Service Provider's Interface i @" @

@ Automaiic franslation o £
User Manual National Case No | +
E EPOC EPOC-FR-DE-2026-01-26-0001-1 7 #® Comment & Dewnload Workflow W
Dralts
J.
3y . Overview Form 1 Form 3 Event & Message Timeline
- Downloads
O Update messages
2710172026 08:52 (& Senaer information ) O Reply
Recerved from Tribunal Judiciaire de Paris(1)
Token.pdf
P /s
27/01/2026 (#") Created drat to Tribunal Judiciaire de Paris{1)

0953

Figure 10-18: Reply to “Send other information” message: Editing a draft message

@ Click Event & Message Timeline tab to see a draft message.
Click on the draft reply to the Send other information message. A pop-up where you can
edit the message and attachments will appear.

Send other information X

[ SENDER Q RECIPIENT

_ 26 e Tribunal Judiciaire de Paris(1) (Issuing authority)
entity name 2 (Service provider,
Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)

Message:

Normal 3| |SansSeit 3| |B T U &S| A| (X, X?||=||iE =& i=| | %L |&Q & |0chrmcers

Please enter the reason for the selected decision

Figure 10-19: Sending a reply to “Send other information” message

(9) Click Send to send a message to the sender of the original message.
Your sent message can now be accessed from Event & Message Timeline tab.

10.1.6 Signing (optionally) additional messages

The RI allows the service provider’s module users to optionally sign the messages listed
below:
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EPOC:

e Manifest for External Transmission of Data (not available in version 4.0.0),
e QOutcome,
e Request for additional information.

EPOC-PR:

e Request for additional information.

for infc i X
[4] SENDER £ RECIPIENT
[] Tnobunal Judictaire de Paris(1) (Issuing authority)
ty (Service provid
[] Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)
Al least ane option ks required
Mes:
Normal Sans Serif B u gllallx x| [=]iz = ==]|[x5][a
,,,,,, dec
Deadline ph
=]
[Z signed Message
+ Upload document 2 1
& Attach Document &k Get POF / Print

(D Click “GET PDF/Print” button and save the message in PDF format on your local disc.
() Sign the downloaded message and upload it to the RI by clicking the “Upload document”
button.

NOTE: Please be aware that the Get PDF/Print button will not be accessible until the user
saves the changes by clicking the Save button.

10.2 Technical Evidence

Received messages within cases contain technical evidence that can be accessed and
downloaded, consisting of a Token.xml and a Token.pdf. These assure the receiver of the
validity of the document received from the counterpart and can be found in the Overview tab
under the “Attached documents” section.
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@ V4

e-CODEX Leu (_‘Ep--t. e

e-CODEX

e-Justice Communication via Online Data Exchange

Trust OK-Token
General Information
Issuing Country AT
Advanced Electronic System Authentication-based
Document Information application/pdf, "Document. pdf”
Time of Issuance 2025-09-16 12:32 UTC
Legal Result
Evaluation of the Document Successful

e-CODEX approves the validity of the document. It is
attested that it fulfils the requirements to be legally valid in
the sending country.

Further details can be found in the attached validation
report and its technical assessment.

Figure 10-20: Technical Evidence

10.3 Download the complete case

All users having access to the case (by assignment or by privilege) have the possibility to
download the complete case to the local storage (PC or network shared disk).
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The user can request to prepare a file for such download at any time while having access to
the case. This request is triggering the process of completion of all case information, which
can take some time, especially if the case has many large attachments. The case (e-forms, all
messages and attachments) will be compressed into a ZIP file. This ZIP file is accessible
later, even in the event that the user meanwhile has been revoked from handling the case or
the case has been deleted.

Downloaded ZIP file contains comments, forms, messages.

N N Cdb Integration
Service Provider's Interface e @ v @

B3 Aulomalic translation e &
User Manual 1 Mational Case No. | +
EPOC EPOC-FR-DE-2026-01-26-0001-1 ® Comment | & Download Workflow v

Overview Form1 Form3  Event& Message Timeline
ISSUING STATE 00 French Republic ENFORCING STATE M Fegeral Republic of Ger
ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES (Pousn:. ;:ENGLISH-?

SERVICE PROVIDER p name 2

. @ o0
TYPE OF ADDRESSEE: Legal raprasentative
ENFORCING AUTHORITY Staatsanwalischalt Dortmund Zweigstelle Hamm (4)

Figure 10-21: "Download" button

(D To schedule a download, go into the case details screen and use the “Download” button.

m
Download confirmation X

Please enter the name of the file (.zip exiension will be added automatically)
R
File name

2

< Cancel 3
Figure 10-22: Downloading a ZIP file

() Set the name of the ZIP file with case details.
(3 Click the ,,Download” button again.

If everything went smoothly, user should receive this confirmation pop-up:

@) Success X

The file will appear in the Downloads tab as a zip in
a few minutes

Figure 10-23: Download confirmation
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Downloaded ZIP-file lands in DOWNLOADS section, on the left-hand menu.

i- European Service Provider's Interface

Dourioacs

File name Size Creation date 4 Avaitable unid Status

Instzp aTme 2100112026 2317 22012026 2317 Ready & Download

Figure 10-24: “Downloads” section

The files that will be downloaded may have several statuses:

Ready - this means the file is ready to download;

Scheduled - this means that the file is waiting in a queue to be ready for download;
Error - means that the action to prepare the document for download has failed.

10.3.1 Deleting files from DOWNLOADS

Service Provider's Intefface T e 0

Downloads S Refresh

B orans Id File name Size Creation date L Available until Status.

L, Downloads
= 110801-4707-4567-83be-5a733446213c usermanual zip 36Mo 27/01/2026 09:56 261012026 0956 Ready & Dowmload x

‘eBad03e7-5dbl-426-bGTC 71883420069 999.2ip 29M0 26/01/2026 14:15 2710112026 14:16 Ready & Download x

27340t COCT 4726 ab5G 1618464128 0000 2ip 25M 2600112026 14:14 21012026 1414 Ready & Downioad x

Figure 10-25: Deleting files from “Downloads” section

You can delete unnecessary downloads by using the “x” icon.

10.4 Internal Comments

Internal comments can be added to a case along with attachments. These comments and
attachments are only visible in the service provider’s module timeline.

Comments are only visible internally and not transmitted anywhere.

Any user having access to the case can place a new comment or edit (add or delete an
attachment, edit the text) and delete an existing comment.
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= 3 ), Cadb Integration =
= & European I Service Provider's Interface ently name 2 ® 8
E = Commission
o 954
a8 Automatic transtation 0 N
User Manual National Case No. | +
(5} Received requests
EPOC EPOC-FR-DE-2026-01-22-0010-1 ® comment & Download Workliow v/
B orans
L Downloads Overview Form1  Form3 G'°‘";f‘_"°7;:f'{“‘;' form  gyent & Message Timeline 1
&% 2300172026 09:30
ISSUING STATE I} French Republic ENFORCING STATE W Federal Republic of Ger
ISSUING AUTHORITY Tribunal Judiclaire de Paris(1) ACCEPTED LANGUAGES (Pous ) (‘encusH )
SERVICE PROVIDER sp name 2
TYPE OF ADDRESSEE: Legal representative
ENFORCING AUTHORITY Staatsanwaltschaft Dortmund Zweigstelle Hamm (4)

Figure 10-26. "Comment" button

(D To add a comment, a user needs to be inside an EPOC or EPOC-PR case and select a
“Comment” button.

Comment X

Nomal :| [SensSeifl : B T U & |A x, X! = E === |L, A & | 4chames

test

4

@ Attach Document < Cancel A Add comment

Figure 10-27: Adding internal comments

(2) Once an internal comment is added, internal attachments can be added, and both can be
saved.

. \ Cdb Integrat .
fuopean | Service Provider's Interface megraten (@) v @ en

Commission

D Automatic transiation

User Manual National Case No. | +

EPOC EPOC-FR-DE-2026-01-22-0010-1 @ Comment & Download Workflow

Grounds for refusal form

Overview | Form1 | Form 3 230172026 0930

Event & Message Timeline

) Update messages

23101/2026f11:18 Comment by Cdb Integration

Figure 10-28: Comments displayed in the “Event and Message Timeline”

(3 All comments made are visible in the Event & Message Timeline of that single case.
After deletion of the comment, it is no longer visible in the timeline.
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10.5 Workflow menu

EPOC EPOC-FR-DE-2025-09-18-0005-1

Overview Form 1 Event & Message Timeline

ISSUING STATE 11 French Republic

ISSUING AUTHORITY Issuing Authority - 22

Figure 10-29: Workflow menu

# Comment

ENFORCING STATE B Federal Rey

NN
EN ){ DE
ACCEPTED LANGUAGES (7/.\\_7/;

SERVICE PROVIDER Service Provide

Decision: —

TYPE OF ADDRESSEE:

& Download Workflow A

£ Form3

[ Send other information

OQutcome

@ Request for additional information

B Close a case

designated_establishment

ENFORCING AUTHORITY Enforcing Authority - 22

The Workflow menu provides actions possible for the Service Provider’s module of the RI.
Additionally, it allows sending of messages to the involved national competent authorities.
Available options set-in drop-down menu depend on the workflow state of the Case.

10.6 Close case

Closing a case takes effect only on the closing party’s side. Counterparties are not notified
of the case closure, and this action is not reflected as a status on their Event and Message

timeline.
# Comment & Download Workflow A
& Form 3
Send other information
B Federal Rej &

Qutcome

D,

. . e Request for additional information
Service Provide

]
| @ Closeacase ({g

Aacinnatad actahlichmant

Figure 10-30: Closing a case: Workflow menu

(D Click Workflow > Close a case
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Closing the case X

Are you sure you wish to close this case? Before closing the case, please review the infromation below:

Warning

Please remember that closure of the case is an internal action and will not be communicated to the other authority. To read
information about the process, click on the arrow icon next to the selected process, or click Expand All.

Expand all/Collapse

2
Closing the case >
Withdraw the case >
3
Cancel Close

Figure 10-31: Close a case pop-up warning

(2 A pop-up confirmation window will be displayed, with the possibility to collapse/expand
all the necessary information.
(3 Click ‘Close’, the status will be changed to Closed.

NOTE: If the user decides to “Cancel” the action, the case will not be closed.

Remarks:

e After case closure, some actions of the Workflow dropdown menu are no longer
available. However, you can still use Workflow menu to:
o Send any other information,
o Reopen the case.

10.6.1 Re-open closed case

Reopening a case takes effect only on your module’s side. The counterparties are not notified
about the reopening of a case, and this action is not reflected as a status on their Event and
Message timeline.

To reopen a case:
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User Story 3 - Test National Case No. ~ +

EPOC EPOC-FR-DE-2025-10-30-0002-1 W Delete Case @ Comment & Download Workflow A

Overview Form1  Event & Message Timeline £ Send other information

i ) & Reopen a case 1
ISSUING STATE 11 French Republic ENFORCING STATE B Federal Republic of Ge
/ETd\ (/;E'\
ISSUING AUTHORITY I Authority - 1 ( )
ssuing Authority ACCEPTED LANGUAGES \_/ \

Figure 10-32: Reopening a case: Workflow menu

(D Click Workflow > Reopen a case.
(2) The status will be changed back to Received.

10.7 Download PDF and Print

The button is available for all types of messages (statutory forms, predefined messages and
free form messages) related to EPOC and EPOC-PR.

1 1 e-Evidence Digital Exchange System Supe

User Story 3 - Test

EPOC EPOC-FR-DE - "5-10-30-0002-1 #® Comment P
1

Overview Form 1 Event & Message Timeline

& Get PDF / Print 2
Introduction section EUROPEAN PRODUCTION ORDER CERTIFICATE (EPOC) FOR THE PRODL
SECTION A ELECTRONIC EVIDENCE

Issuing/validating authority

SECTION B

Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1) the
Addressee

addressee of this European Production Order Certificate (EPOC) must execute this EPOC and
P must transmit the reauested data in accordance with the deadline(s) specified in Section C of this

Figure 10-33: Form 1/ Form 2/ Form 3 “Get PDF / Print”

(D Enter a Form/message you wish to download.
(2) Click “Get PDF / Print”, which will trigger downloading PDF file to your computer.

Wait until download of PDF completes. Depending on the connection and PDF size, delay
in download may occur. Open the downloaded file in a web browser or PDF reader (Adobe
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Acrobat or other). Use Print feature of your browser or PDF reader to print a file.

10.8 Attaching files to a form

The button is visible for messages/forms in draft stage.

" . Cadb I L
£ European | Service Provider's Interface a2 @" @ e

@@ Automatic fransiation @ &
User Manual National Case No. | +

EPOC EPOC-FR-DE-2026-(310011 # Comment & Douwnload Workflow

Overview Form1 Form3  Event& Message Timeline
&, Downboads
Dale of creation Recipients Deadline for reply

Form 3 [ DrarT 28/0112026 Tribunal Jugiciaire e Paris(1) - v

L GelPDF/Print @ Altach Dacument v Validation check © Copy form W Delete draft

Introduction section INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR
SECTION A

Certificats concamed

Under Regulation (EU) 2023/1543 of the European Parfiament and of the Council (1), in cases where the addressee
cannot comply with its obligation to preserve the requested data under an EPOC-PR or to produce it under an
EPOC, cannot respect the specified deadline or does rovide the data exhaustively, this form should be
completed by the addressee and sent back to the Issuing autnorty as well as, where a notification took place and in
other cases where applicable. 10 the enforcing authority referred to in the EPOC. without undue delay.

SECTION B

Relevant authorlty(ies):

SECTION C
Addressee of the EPOC/EPOC-PR

Figure 10-34: Attaching files

(D Open a form for EPOC/ EPOC-PR received case

(2) Click Attach Document button.

(3 A dialog box allowing you to browse the file system will be displayed.

(@) Browse your system and select a file to attach OR select the file and Drop onto the RI.
(5 The file will be added to Attachments and saved in the draft.

e Repeat steps 3-5 to add another file, if needed.

e To remove an attachment (Be careful! You can remove also attachments added by
someone else), click ‘x’ icon visible in the attachments box.

10.9 Mandatory fields

Mandatory fields are marked with an asterisk (*) symbol. See example below:
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User Manual National Case No. | +
EPOC EPOC-FR-DE-2026-01-28-0001-1 & Comment & Download Workflow v

Overview Form 1 Form 3 Event & Message Timeline

Date of creation Recipients: Deadline for reply:

Form 3 (DRAFT 28/01/2026 Tribunal Judiciaire de Paris(1) - ~
& Get PDF/ Print @ Attach Document + Validation check © Copy form W Delete draft
Introduction section SECTION A: Certificate concerned =
SECTION A 1
Certificate concerned

The following information concerns: *
SECTION B

Q a European Production Order Certificate (EPOC)
Relevant authority(ies).

(:) a European Preservation Order Certificate (EPOC-PR)

SECTION C
Addressee of the EPOC/EPOC-PR

Figure 10-35: Mandatory fields

There are also conditional validation fields which are mandatory only if certain conditions
are met/certain options selected. In these cases, these fields are marked by a red border and
an error message.

10.10 Virus checking

A virus check is automatically performed, whenever a file is attached to and/or when a file
is downloaded from a received communication.

Clam Anti-Virus software, developed by Cisco Systems, is provided. It is a cross-platform
open-source antivirus software with a GNU (General Public License). Anti-virus checks are
performed automatically.

Form 1 1 v
Created at: Size: Antivil
1. EPOC e epoc_form_1 (4).pdf reatec e nivirus n
- - 04/11/2025 12:40 1343 KB status:

Figure 10-36: Virus checking
(D When an attachment is being added and the virus scan is being performed, a blue dash
will be displayed.

Form 1 v

Created at: Size: AHt\V\fUS\/ 2

1. EPOC e epoc_form_1 (4).pdf
- - 04/11/2025 12:40 1343 KB status:

Figure 10-37: Successful virus scan icon
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(2) Once an attachment has been successfully scanned against viruses, a green tick will
appear.

If a virus threat was to be found, a red cross would appear. Files with viruses can be attached
and transmitted as a part of evidence.

If a virus check cannot complete, then a message will be displayed to the user that the check
could not complete.

Figure 10-38: Virus checking: Receiving authority’s side

(3 When an attachment is received, the anti-virus scan will be performed on the receiving
party’s side.

10.11 Save a draft

The button is visible at the bottom of Form 3 in draft mode.
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. . Cdb Integration
Service Provider's Interface ey e @ ~ @EN

r@

) Automatic transiation 7]

User Manual National Case o | +
EPOC EPOC-FR-DE-2026-01-28-0001-1 @ Comment & Download Workflow v

Overview Form1 Form3  Event& Message Timeline

Date of creation Recipients Deadline for reply
Form 3 [ DRAFT 28/01/2026 Tribunal Judiciaire de Paris(1) . ~

& Gel PDF / Print @ Attach Document w Validation check © Copy form W Delete draft

Introduction section SEGTION A: Certificate concemed *

SECTION A

Certificate: concemed
The following information conces:

SECTIONB

Relevant authorityfies)

(@) a European Produ Orger Cenimicate (EPOC)

() a European Preservation Order Certificate (EPOC-PR)
SECTIONC
Addressea of the EPOC/EPOC-PR

SECTIOND

Reasons for non-execution

SECTIONE

Conflicting cbligations arising from the law of third
country

SECTION G

Preservation of data

SECTION H
Contact de
represental

& designated establishment/ lega
vice provider

Dale of creation Recipients: Deadiine for reply
Form 3 | SiGNED 28/01/2026 Tribunal Judiciaire de Paris(1) -

2 -

/
& Reset Section Auto save ‘

Figure 10-39: Saving a draft

(D Click an active Save button. The button is not active if the form has been saved
previously/automatically and there are no new changes that could be saved.

(2 For Form 3 drafts there is an additional “Auto save” option. When the auto save is
enabled, changing a selected section in a navigational menu of Form 3 automatically saves
the currently displayed section. If you accidently change the section without clicking the
Save button, the entered data will still be saved automatically.

When the Auto save is disabled, you must manually click the Save button to save new data
in the draft.
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Unsaved data X

Are you sure you want to leave the page? Unsaved data might be lost.

Cancel Leave

Figure 10-40: Unsaved data notification

NOTE: If the user does not save manually, the system will display a pop-up reminder after
switching to another section or window.

10.12 Error, warning, and success messages

Confirmation messages are displayed as a message at the bottom of the screen. These
messages disappear after a couple of seconds.

Success message (green) confirms the requested action was completed successfully.
Example of a success message:

; () Success X
i |
The request has been successfully completed

Figure 10-41: Success message

Warning message (orange) warns that some actions or information required is still missing
so that the system cannot complete the desired action properly.
Example of a warning message:

/\ Warning X

Please fill all required fields
Figure 10-42: Warning message
Error message (red) informs that the requested action was not completed due to lack of
information, insufficient access rights or by malfunction of the internal components of the

system.
Example of a warning message:
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@ Error x

Error while adding attachment.

Figure 10-43: Error message

10.13 Delete a case

Case deletion is available under specific conditions. To delete a case, one of the following
conditions must be met:

e the case must be Closed, or
e the case must be in a Withdrawn status.
User with the Supervisor role does not have to be assigned to the cases to be able to perform

this operation. According to their privileges, they see all cases in their authority. This
functionality is available for the EPOC and EPOC-PR use cases.

UserManual I'4 2 National Case No. +

EPOC W Delete Case @ Comment & Download Workflow W

1 4

Qverview Form 1 Event & Message Timeline

ISSUING STATE 1] French Republic SERVICE PROVIDER B Choose addresse

ISSUING AUTHORITY Issuing Authority - 1

Figure 10-44: "Delete Case" button

(D Enter a received EPOC or EPOC-PR.
(2) Click “Delete Case” from the case view

Deleting the case X

Are you sure you wish to delete this case with all completed sections and attachments?

Figure 10-45: Deleting a case

(3) A pop-up requesting confirmation of the operation will be displayed.
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10.14 Cases and tabs content

10.14.1 Overview tab

| Service Provider's Interface

" t 1 9 National Case No. | +

‘ sived toquest q
B EPOC EPOCFRIDE.2025.09.30.0001.1 ® comment | | & Downioas | | wortow v
B oran
P Overview  Formi  Form3  Event & Message Timeline
2 ISSUING STATE 4 | enrorcws stare W Federal Repubic of Gar
~
1ssumG AuThoRTY [ ) ssuing Authorily - 10 ACCEPTED LANGUAGES. (EII ’ur/\
B scwvee prowoc Senvie Proviseruhary - 0
0 - [~] a
TYPE OF ADDRESSEE: designatod_ostablishment
ENFORCING AUTHORITY Enforeing Autnorty - 10
© suus (rwms) () ® tnkedcoses | + A case e
No cases linked
Reausst staried on 30092025 13:41
Latest update on 0172025 11:24
[y —— © Dsplay roles | |+ Etusers
name aumonn

This list is empty

@ avacnoa documents | &3

Send other information v

Crested at size:
300012025 14.01 5KB

Figure 10-46: Cases and tabs content

It contains information such as:
(D Subject of a case
(2) Issuing State
(3 Issuing Authority
(@) Enforcing State, and underneath accepted languages for communication with the
addressee
(5) Name of the addressee, and underneath, the type of addressee (designated
establishment or legal representative)
(6) Case Status
(@ Linked cases, if any
Attached case documents
(9) National Case Number / reference
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10.14.1.1 Creating a link to another case

Creating links to other cases is possible for all case statuses. Such references may provide
relevant information of complementary value to the case. Links are displayed on the
Overview tab in the “Linked cases” section.

See the example below:

. . Cab Integration
European | Service Provider's Interface regration ® v @en
Commission

Automatic transiation o A
User Manual National Case No. | +
]
B EPOC EPOC-FR-DE-2026-01-28-0001-1 # Delcte Case ® Comment & Download Workflow
Overview Form 1 Form 3 Event & Message Timeline
&, Downloags
ISSUING STATE I I French Republic ENFORCING STATE W Feaeral Republic of Ger
— ~
ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUACES L POLISH ||\FNELI§H ]
SERVICE PROVIDER sp name 2
Decision: — e 1
TYPE OF ADDRESSEE: Legal representative
ENFORCING AUTHORITY Staatsanwaltschaft Dortmund Zweigstelle Hamm (4)
(© staws ( Closed ) @D Linked cases + Addcazemik

Request started on 28/01/2026 09:16 EPOCPR-FR-DE-2026-01-22-0008-1 [ ]

Latest update on 28/01/2026 14:58 EPOCPR-FR-DE-2026-01-22-0032

Figure 10-47: Creating a link to another case

Follow the steps below to add a link to another case:
(D Click Add case link

Add case link

Title, reference number or National Case Number

Q 2 ‘r
; Cancel
Figure 10-48: Add case link: Typing reference number or the subject
(@ Type a reference number or the subject. The System will search for Global Case IDs
through cases and if a result is found, the reference number of the matching case will be

displayed for selection in the dropdown. Otherwise, a new manually typed case reference can
be added to the system.
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Add case link

Title, reference number or National Case Number

Q | epoc 3

EPOC-FR-DE-2025-09-17-0001-1 - Reception of EPOC and Sending Grounds for
Refusal_markus.fr1

EPOC-FR-DE-2025-10-29-0001-1 - User Story 1 - Test

, EPOC-FR-DE-2025-10-28-0001-1 - dsdsa
ted on

EPOC-FR-DE-2025-09-29-0002-1 - FR1 -> SPDE2 with notific

| EPOC-FR-DE-2025-10-06-0001-1 - test_vf
Figure 10-49: Add case link: Selecting the reference number
(3 Select the reference number from the list.

Add case link

Title, reference number or National Case Number

Q  EPOC-FR-DE-2026-01-23-0008-1 - SelenideTest - EPOC - scenario: DEVEEV-2300 - Form 1 - Message routin.

Figure 10-50: Add case link: Saving the selected link

(@) Click Save.
@@ Linked cases + Add case link
EPOC-FR-DE-2025-09-17-0001-1 5 [

Figure 10-51: Linked cases displayed

(5 The reference will be added to the section and automatically saved.

10.14.1.1.1 Deleting linked cases
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@ Linked cases + Add case link

EPOC-FR-DE-2025-09-17-0001-1 6 W

Figure 10-52: Removing linked references
(6) You can remove linked references by clicking the Trash bin icon.

NOTE:

1. Links/references to other cases are not transmitted to the competent authority(ies).
Linking is possible to existing cases in the RI or to any external “paper” cases. The reference is
a free text allowing practitioners to enter their custom references.

3. Where a reference that already exists in the Rl is added, then the linked case can be easily
retrieved and opened.

4. Adding these references may provide links to other EPOCs/EPOC-PRs and/or other external
sources.

10.14.2 Event & Message Timeline

This tab is visible for all case types.

. . Superuser AllRoles
European | Service Provider's Interface Service Provider authorty - 10 @V @ en

Commission

@3 Automatic transiation Qo N

333 Dashboard t National Case No.  +

() Received requests

Drafts

& Downloads

EPOC EPOC-FR-DE-2025-09-30-0001-1 #® Comment & Download Workflow v

Overview Form 1 Form 3 Event & Message Timeline

© Update messages

03/11/2025 11:24 &’ Fom3) # Edit

Created draft to Issuing Authority - 10

30/09/2025 14:16 + Investigation outcome
Sent to Issuing Authority - 10

30/09/2025 14:16  Form3)
Sent to Issuing Authority - 10

Document.pdf

“@example.com

30/09/2025 14:02 ( Sendotherint - @ Success X
Service Provider's Interface EPOC-BE-
4.0.0-TEST.2-FE-RC117

eul 1825

Sent to Enforein Ay messages are up to date

30/09/2025 14:02 (v Send other information )

Figure 10-53: Event & Message Timeline: Overview

It contains a timeline with:
e Status Changes
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e Messages exchanged with competent authorities within a case
e Local user’s comments (not transmitted)
e Confirmation that a sent message has successfully reached its destination (green tick)

30/09/2025 14:16 (v Fom3)
Sent to Issuing Authority - 10

Document.pdf -

Figure 10-54: Event and Message Timeline: Confirmation that a sent message has successfully
reached its destination

o If a message fails to arrive at destination; after automatic three re-sends, a red
coloured message will be visible with an option to re-send.

10.15 Assigning Users to a case

The “Supervisor” is a privileged role that can see all cases within their authority. The user
with that role assigns users to a case, so that they can handle the internal workflow.

Users with Supervisor role can assign individuals to all cases in their authority at any time.

10.15.1 Display roles

User Manual National Case No. | +
EPOC EPOC-FR-DE-2026-01-28-0001-1 W Delete Case ® Comment & Download Workflow
Overview Form1 Form3  Event & Message Timeline
ISSUING STATE I French Republic ENFORCING STATE Bl Federal Republic of Ger.
ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES POLISH ENGLISH
SERVICE PROVIDER sp name 2
Decision: — o
TYPE OF ADDRESSEE: Legal representative
ENFORCING AUTHORITY Dortmund Zw Hamm (4)
(O status [ Closed ) @ Linked cases + Add case link
\ /
No cases linked
Request started on 28/01/2026 09:16
Latest update on: 28/01/2026 14:58 1 3
g Assigned users [ Display roles + Edit users

Figure 10-55: Assigning users to a case: “Display Roles” button

(D The Supervisor can see the assigned roles of other users assigned to a case by using the
“Display Roles” button on the Overview tab.
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(2) Then, the RI expands the field to all users assigned to the case and shows their roles under
the name of the authority.
(3) To collapse the expanded view, click “Hide roles” button.

10.15.2 Assign users to a received case

Steps below apply for users with “Supervisor” role and are universal for all types of cases.

Received Requests | 1

My received requests Deadlines

Title, reference number or National Case Number

Souch Request type
Q p :
@ a1 () Epoc () EPOC-PR 3 ] show only urgent cases
+ Show searchfillers X Clear allfite
O ] Received date L Ref Title National Case No. 2 From Type o g
EPOC-FRDE-2025-11-13
O 131112025 v ? 444444 11 FR EPOC 2wl
EPOC-FR-DE-2025-11-06-
061112025 a7 FR EPoC s
| 2 pis 1] a I
EPOC-FRDE-2025-11-06
O 06/11/2025 T ? DEMO -1 1l FR EFOC 2
EPOC-FR-DE-2025-11-06-
061112025 00 FR EPOC s
| 2 P 1] a I
EPOC-FRDE-2025-11-06
O 0611172025 e . ] 11 FR EPOC -

Figure 10-56. Assign users to a received case

(D View a list of received requests.
(2) Click the “Assign” icon.

User Manual 3

Assigned users

Jeff 52 A1l X 4

Assign users to the case

sp name 2

Name

Search

Figure 10-57: “Assign users to the case” pop-up window
(3 The “Assign users” pop-up will appear. (4) The names of users already assigned to the

case are displayed. Searching is done by a particular user. Type a user Name and click (5)
“Search “
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User Manual
Assigned users

Jeff 52 Al X

Assign users to the case

sp name 2

Name

Search results 7
sensan (8

Figure 10-58: Assigning selected user to the case

(6) A list of users with their roles will be displayed.

(@) Click “Assign” to assign selected user to the case. Supervisor(s) can assign any number
of users to the case.

User Manual
Assigned users

Jeff 52 Al X Jeff 39A1 X 8

Assign users to the case

sp name 2

Name

Figure 10-59: Assign users to the case: Names of newly added users displayed

The names of newly added users will be displayed.
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10.15.3 Assign users pop-up from the Overview tab:

— A\ Cab Integrati
L ; . gration
= § European Service Provider's Interface enty name DE @ DA Iy
08 Automatic translation Q0 A
) U O rnibunal Judiciaire ge Paris(1) =
SERVICE PROVIDER Sp2 name
() Received requests
Decision. —
Drafts
TYPE OF A Desig

& Downloads

ENFORCING AUTHORITY  Staatsanwaltschaft Dortmund Zweigstelle Hamm (4)

(© status  ( Received ) @ Linked cases + Add case link

No cases linked

Request started on 27/11/2025 11:44
Latest update on: 27/11/2025 11:44 1
o Assigned users [ Displayroles |+ Editusers
Name Authority
°
*@example.com - Jeff 52 A1 $p2 name 2+ Revoke access
Service Provider's Interface EPOC-BE- @ Attached documents
4.0.0.1-FE-RC121
eUl 18.2.5
Form 1

Figure 10-60: Assign users pop-up from the Overview tab

(D Supervisor can also access the “Assign users” pop-up from the Overview tab by clicking
“Edit users” button.

10.16 Revoking access to a case

As mentioned in the previous section, users with the roles of Supervisor have privileged
permissions. In addition to adding users, these roles can also revoke access to cases within
their authority.
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10.16.1

User Manual

Revoking access

EPOC EPOC-FR-DE-2026-01-28-0001-1

Overview  Form1 Form 3

ISSUING STATE

ISSUING AUTHORITY

N
(© status  ( Closed )
N A

Request started on:

Latest update on.

o« Assigned users

Name

8 erszan

: Jeff 39 All

@ Attached documents

Event & Message Timeline

11 French Republic

Tribunal Judiciaire de Paris(1)

28/01/2026 09:16

28/01/2026 14:58

Authority

sp name 2

sp name 2

National Case No +
W Delete Case ® Comment & Download Workflow v
ENFORCING STATE Bl rederal Republic of Ger...
ACCEPTED LANGUAGES POLISH ENGLISH
SERVICE PROVIDER Sp name 2
Decision: — o
TYPE OF ADDRESSEE: Legal representative
ENFORCING AUTHORITY Dortmund Zws Hamm (4)

(@ Linked cases

No cases linked

Figure 10-61: Revoking access to a case: Overview tab

(D A user with role Supervisor selects “Edit users” button

User Manual
Assigned users

Jeff 52 All X Jeff 39 Al X

Assign users to the case

sp name 2

Name

Go to overview tab

Figure 10-62: Revoking access to a case

Close

(2) Click “x” icon near username to remove a user.

+ Add case link

1

B} Display roles | | + Edit users

A+ Revoke access

&+ Revoke access
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User Manual

Are you sure you want to remove Jeff 39 All?

Assigned users

Jeff 52 All X Jeff 39 Al X

Assign users to the case

sp name 2

Name

Go 1o overview tab >

Figure 10-63: Revoking access to a case: Warning message

3

Yes, remove Cancel

Close

Then, the RI displays an action to be confirmed. The Supervisor should select (3) “Yes,
remove”, if they want to revoke access to the case for the selected user. Alternatively, they

can cancel the action.

User Manual
Assigned users

Jeff 52 Al X 4

Assign users to the case

sp name 2

Name

Go to overview tab >

Figure 10-64: Revoking access to a case: Assigned users section

Close

(@) After the user is successfully removed from the case, they also disappear from the list in

the ASSIGNED USERS section.
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10.16.2 Revoking access to the case from the Overview tab

User Manual

EPOC EPOC-FR-DE-2026-01-28-0001-1

Overview Form 1 Form 3 Event & Message Timeline

ISSUING STATE 1] French Republic

ISSUING AUTHORITY Tribunal Judiciaire de Paris(1)

N
(© status ( Closed )

o J/
Request started on:

Latest update on:

o« Assigned users

Name

2 sefs2al

: Jeff 47 All

2 effasall

@ Attached documents

Authority

sp name 2

sp name 2

sp name 2

28/01/2026 09:18

28/01/2026 14:58

National Case No +
W Delete Case ® Comment & Download Workflow W

ENFORCING STATE Hl  Federal Republic of Ger.
ACCEPTED LANGUAGES POLISH ENGLISH
SERVICE PROVIDER sp name 2

Decision: — o
TYPE OF ADDRESSEE: Legal representative
ENFORCING AUTHORITY Dortmund Zws Hamm (4)

@@ Linked cases

No cases linked

Figure 10-65: Revoking access to the case from the Overview tab

+ Add case link

[} Display roles + Edit users

1 &+ Revoke access
&+ Revoke access

&+ Revoke access

(D A user with the Supervisor role selects “Revoke access” button.

Revoke access

This will remove user access to the case

P N

2

Cancel

Figure 10-66: Revoking access to the case from the Overview tab: Notification

(2) Then a pop-up window to confirm this operation is displayed.
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User Manual National Case No. | +

EPOC EPOC-FR-DE-2026-01-28-0001-1 W Delete Case # Comment & Download Workflow

Overview  Form 1 Form 3  Event & Message Timeline

ISSUING STATE I French Republic ENFORCING STATE Bl Federal Republic of Ger...
ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES POLISH ENGLISH
SERVICE PROVIDER sp name 2
Decision: — e
TYPE OF ADDRESSEE: Legal representative
ENFORCING AUTHORITY Staatsanwaltschaft Dortmund Zweigstelle Hamm (4)
Vo
(© status ( Closed ) (@ Linked cases + Add case link
No cases linked
Request started on 28/01/2026 09:16
Latest update on: 28/01/2026 14.58

o Assigned users 3

B} Display roles | | + Edit users

Name Authority

2 efraran sp name 2 2 Revoke access
o sp name 2

a- Jeff 48 All p

2= Revoke access

@ Attached documents

Figure 10-67: Revoking access to the case from the Overview tab: Assigned users section

() After the user is successfully removed from the case, they also disappear from the list in
the ASSIGNED USERS section.

10.17 Translate

Chapter to be updated at a later stage [WIP].
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11 Reference Implementation Portal Support

For usage issues with the Reference Implementation please contact the DG Justice and
Consumers Support Team.

The Support Team should be contacted by email:
JUST-E-EVIDENCE-SUPPORT-TEAM@ec.curopa.eu

Please include all relevant information such as your contact details, problem description, type
and version number of your internet browser, received error messages, screenshots and any
other relevant information.

The Support Team looks forward to receiving further feedback from the Member States so

that the Development Team can make additional enhancements to make the RI further suited
to your needs.
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