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1 Introduction

1.1 Objective of the document

This manual providescomprehensiveinformation on how to usethe Reference
ImplementatiorSo f t war e f or @eabbagedrdesfacdwitltonvhe traameveoii
of:

1 Regulation (B)) 2023/1543 of the European Parliament and of the Council of 12 July
2023 on European Production Orders and European Preservation Orders for
electronic evidence in criminal proceedings and for the execution of custodial
sentences following criminal proagiags[AD1], and on

1 Directive (EU) 2023/1544 of the European Parliament and of the Council of 12 July
2023 laying down harmonised rules on the designation of designated establishments
and the appointment of legal representatives for the purpose of gathering electronic
evidene in criminal proceeding®\D2].

This document specifically describes the functionalities ofRbB&erence Implementatipn
enabling the management and exchange of requests associated with the following
certificates

1 European Production Order Certifica{&POC)

1 European Preservation Order Certificates (EFRFQ

Herein fthe Referencémplementatioo  wi | | be MRI"ef erred to as

By usingRI, authorized users, assigned to appropriate rolesfjilcam the availableforms
andcommunicate wittihe competentauthorities inotherMember Statein response to the
received EPOC/ EPOER Users without appropriate roles do not have accedheo
application andeceivedcases.

This document is specifically intended to describe the functionalities and usage of the
Reference Implementation Software for the Service Providers Wabed Interface
connected to the Decentralised IT System. The module designed for Member States will be
thoroughly detailed in a separate document.
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< C B

(9 https//webgate.test.ec.europa.eu/eedes-cz/access-denied

Ei <
“ Cz;:?rﬁ::\onl b e-Evidence Digital Exchange System

™ Automatic translation @

No access

You do not have sufficient permissions to access this application. Please contact your administrator.

Aot Mg B

Test No Roles Assigned @ @

v

Figure 1-1: Home Page athe RI without having roles assigndd the user

1.2 Intended Audience

The intended audience of this document is composed of the following stakeholders:

1 DG JUST technical and business staff

1 The MembelSt a teehsiodl and business staff adopting/using the RI

1 Representatives of Service Provide,
establishments and/or legal representatives.

1.3 Applicable Documents

ID
[AD1]

‘ Document Title

Regulation (EU) 2023/1543 of thdcuropean
Parliament and of the Council of 12 July 2023
European Production Orders and Europ
Preservation Orders for electronic evidence
criminal proceedings and for the execution
custodial sentences following criminal proceedin

including their designated

Reference

Regulation (EUR023/1543

[AD2]

Directive (EU) 2023/1544 of the Europe
Parliament and of the Council of 12 July 2023 lay
down harmonised rules on the designation
designated establishments and the appointme
legal representatives for the purposegathering

electronic evidence in criminal proceedings

Directive (EU) 2023/1544
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Tablel: Applicable documents

1.4 Referenced documents

ID ‘Title
[RD 01] [PublicRESTAPIs Document

[RD 02] [Installation and Administration Guide

Table2: Referenced documents
1.5 Documents conventions

Referenced documents are shown in brackets [].
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2 Getting started

2.1 User Manual Design

The Reference Implementatitisbeen designed to provide an intuitive arsgrfriendly
experience, minimizing the risk of errors and ensuring a consistent look. To achieve this, the
portal's interface is dynamically updated based on the user's role and the context in which
they are working.

1 Active Functions When a function is available, the corresponding button is visible
and clickable, allowing users to perform the desired action.

1 Permissible Actions Buttons are enabled only when the corresponding action is
permissible, preventing users from attempting to perform unauthorized actions.

1 Inactive Functions. When a function is inactive, the corresponding button is
disabled, clearly indicating that the action is not available.

2.2 Accessing the Portal

The Rican be accessed only by authorised and authenticated users. There is no public access

page All information related to accessig the Rl will be providedbyt he enf or ci ng St
technical team, where theservice provider is established or has a legalepresentative

appointed.

Follow the steps described below to acdhssRt

Enter the address die Rlin your web browser.
You will be redirected to thiegin page:
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EPOC-SERVICEPROVIDER

Sign in to your account

Figure 2-1: Login authentication screen

Sign in with your credentials.

Exceptions
9 Access to theRl is denied- an error occurred during the connection toRhé the
following cases:
o You have no access to the domain(s) anddsrbain(s) othe R}
o You have no right to access the pagéefRIyou wanted to access.
91 Error message- if the provided login and password are not correct, an error iglraise
In that case, a message is displayed explaining that the authentication failed.

2.3 Userroles

The RlIsupports rolébased access control in order to ensure that access to online data and to
the features of the system is limited only to user roles that have been previously granted such
access rights. The set of access rights of a given user consitshaf combined access

rights of alltherolesgranted to the respective user

For Service Provi dthe Sugervisoordlel has begmoposechand R

implementedThe description othis role andits permissions related 8POC and EPOC
PRis specified in chapté}.1.3
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3 Common Layout and Navigation

Following successful log in, you can s#ee content of the portabnd its persistent
navigatioral elements

The header

The top bar

The lefthandmenu

— A . , Cab Integration
=i g European | Service Provider's Interface 1 nr:g.naﬁa: ®" Qe

=l = Commission

@3 Aulomatic iransiation

User Manual National Case No. | +
EPOC EPOC-FR-DE-2026-01-26-0001-1 ® Comment & Downioad Workflow W

Overview Form1  Form3  Event & Message Timeline

Downloads
o ISSUING STATE 11 French Republic ENFORCING STATE W Fegeral Republic of Ger
I'e N Y
ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES ‘\POU&H M\tN()USN}‘
AN
SERVICE PROVIDER sp name 2

TYPE OF ADDRESSEE:

ENFORCING AUTHORITY

(D status | Recsived ) @2 Linked cases + Add case link
Request started on’ 26/01/2026 08:45 EP -FR-DE-2026-01-23-0008-1 '

27/01/2026 12:59

«g Assigned users @ Oisplay rokes + Editusers

Name

o seft1an

@ Attached documents

Figure 3-1: Common Layout and Navigation
3.1 The header

In the headerin addition to the Commission logand the site nameyou can findthe
following actionable elements language switch nf or mat i on about
out button

3.1.1 Select desired language the RI

Click the language switchlocated in theop right corner of the header: 1

e-Evidence Digital Exchange System Superuser AllRoles @ ~| @ En

%m § European

=~ Commission

Figure 3-2: Language switch icon

Select the language from a pop window:
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Select language ' X
ovnrapcku (bg) cestina (cs)
dansk (da) Deutsch (de)
eesti keel (et) eMnvika (el)
frangais (fr) Gaeilge (ga)
hrvatski (hr) italiano (it)
latvieSu valoda (lv) lietuviy kalba (It)
magyar (hu) Malti (mt)
Nederlands (nl) polski (pl)
portugués (pt) romana (ro)
slovencina (sk) slovenscina (sl)
suomi (fi) svenska (sv)

Figure 3-3: Select language
Thelanguage of the portal will switch to your selected language.

NOTE: Due to some languages not being delivered yet, this may cause ethar&in

312 User 6s Profile

In the top right corner, you can find information about the logged in user.
Click the profile picture to display additional buttons:
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A
& N . SP Supervisor 1
S5 European | Service Provider's Interface eotay name 1 ~ @en
== Commission

2 seemyprofie (1
— @ Logout

Figure 3-4: User's profile

1 See my profile

1 Logout

When selectingi See my , gne will $eé thédd Us er d e-tipawintosvd pop
displayingthe name of thentity which the user belongs t@nd the roleshey have been
assigned tpas shown in the picture below.

User details X

3P Supervisor 1

@ entity name 1

Figure 3-5: User details

3.1.3 Logout/Exit the Portal

N 1
! ) SP S 1 [
8 European I Service Provider's Interface Fyrams ()~ B EN
= Commission

2 See my profile
— ? Logout Z

Figure 3-6: Logout/Exit the portal

If you want to exit the Portal, the most secure way is to log out from your account:
Click your profile picture in the top bar:
Click Logout from a dropdown menu.

When the logout process succeeds, you will experience a successful logout and application
closure.

3.2 The top bar

In the top baryou can findadditional actionabléunctionalities:
1 Support information
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9 Notification bell
9 Automatic translation

3.2.1 Display support information

Click thequestion markicon located on the right side of the top bar.

Superuser AllRoles L @ EN
Service Provider authority - 10

1
Automatic translation Iel g“

Figure 3-7: Support information

Theinformationbox about how to contathe supportfrom theenforcing Member Statwill
be displayedClick anywhere outside thiaformationbox to close the information.

Contact Support

For usage issues with the e-Evidence portal please
contact the Local Service Desk.

Please include all relevant information such as: your
contact details, problem description, name of your
internet browser, received error messages, screen
shots and any other relevant information.

The Service Desk should be contacted via email:

( *@example.com

Figure 3-8: Contact Support

3.2.2 Notification bell

Click theNaotification bell icon located on the right side of the top bar.
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This icon alsofeatuesa red circle with a number relating to the number of notifications
available

Superuser AllIRoles NG @ EN
Service Provider authority - 10

1
0@ Automatic translation g“

Figure 3-9: Notification bell

When the Bell is selected, all open actianslunread messages are listed.

If one of the notifications is selected by the mouse poiinera c t i o n, the nuenled 0 )
will decrease by one and thser will be redirected to that cagkich the selected notification
refers to.

Alternaively, all notifications can be cleared bglectingh Cl| ear nsoot.i f i cat i
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Notifications 3)) & Close >

13:15 Reception of EPOC and Sending Grounds ...
23/10/2025 New Consultation message has been received
13:52 t
30/09/2025  New Consultation message has been received
13:52 t
30/09/2025  New legal notification has been received
13:48 t
30/09/2025  New Consultation message has been received
13:43 t
30/09/2025  New legal notification has been received
13:41 .
30/09/2025
11:05 Request for clarification in response to the... B
18/09/2025 New legal notification has been received
10:52 Issuing EPOC for content data_gilles.fr10
18/09/2025
10:39 Issuing EPOC for content data_tina.fr22
18/09/2025
16:35 Renuest for elarification in resnonse to the. ..

2)) x Clear notifications

Figure 3-10: Notifications

Uses arealso able t@hoose théype of notificationgheywant to receive.

Selectsettingscon.

The following popup window should appear:
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Notifications Al Close >
Group All Bell Email
Case assign
Message
sending error
eTranslation
ready
Form 1 received
Form 2 received .
Consultation . .
message
received
Other legal
notifications
received

Figure 3-11: Notification settings

From this perspective, the user can check/uncheck all the types of notifications listed in the
picture above that thkghewants to receive.

3.2.2.1 E-mail notification

In order for a given user to receive thenail notification, two conditions must Imeet.

1. The ¢ i-mad address reustmsnfigeredin anidentity providersoftwareused
by the enforcing member State
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= @EKEYCLC ® wnin - (@

eev-tst

test_pl @ enabled

Figure 3-12 Adding email addressexample

2. Make sure that the-reail checkboxes irthenot i fi cati onds settings
selected.

3.2.3 Automatic translation

Click the Automatic translation icon located on the right side of the top bar.
This feature allows to translate input text into an official EU target language. For example,
this text could be from our national language into the language of the authority we are
working with, or vice versa. This is very handy if one would like to semeéssage in another
language or if one has received a message in a languegdoes not understand. Although
the translation may not be perfect, the gist of the message should be clear.

Test Author o @
1

& Automatic translation 0 L:i_g__}n

Figure 3-13: Automatic translation
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Translation (%)
Select source language *
Deutsch (de)

Select target language *

dansk (da)

Source *

test

Translation *

pravning

Figure 3-14: Automatic translation pojpip window
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3.3 The left-hand menu
In the navigation menu you can find links to the main sections of the Portal:

3.3.1 Hide/unhide left menu

Get more space for the content of gage by hiding the menu:
Click an icon located on the left side of the top bar.

r

' — European Service Provider's

= Commission

7 &

I

: Dashboard N My Dashboar
() Received requests Last edited case

Drafts Received reques

‘la Downloads

16/09/2
025

Figure 3-15: Hide/unhide left menu

The menu will collapsdf you want to unhide the full menu again, click eme icon
again.
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Service Provider's

¢ My Dashboard
Last edited cases

Received requests o Drafts 0

18/09/202

FDMr ER MFE 20796 NG 182 N

Figure 3-16: Hide left menu

3.3.2 Dashboard

This view appears right after logging in.
On this page, the user will firallist of last ed&dcases

Additionally, all userswill see "My tasks" table on the right side of the screen, where
theycansee the cases to which they are assigned.

Superuser AllRoles
copporsor Aoy (@) EN

‘:‘DQQDQ EPOC-FR-DE-2025.08-18-0013-1 Issuing g EPOC for content data_gilles.fr10 11 FR  EPOC 2

301097202
- FR-DE-2025-09-30-0001- P
o EPOC-FR-DE-2025.09-30-0001-1 t LI FR EPOC Complete

Figure 3-17: Dashboard

3.3.3 Cases

Cases are categorized based on their status and s&dyaotement. The visibility of these
categories varies depending on the user's role and module.
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1 Service Provider's Module Only the "Received Requests” tab is available, as
serviceproviders respond to requests but do not initiate them.

1 Competent Authorities' Module: A more comprehensive view of case categories is
available, reflecting their responsibility for issuing and managing requests.

In the Service Provider's moduté the RI the fiReceived requesi t thebuserwith
Supervisor rolesees allcaseghat are in theReceivedstatus When a case iseceived by
serviceprovider,it is visible on a list of RECEIVED REQUESTS. To display the list:

Click Receivedrequestsin the menu.

N N Superuser AllRoles
Service Provider's Interface Sarvoe Frovier authorty - 10 @ v @ EN

European
Commission

0 Automatic franslation o N
Received Requests
My d request: Deadis
Title, reference number or National Case Number
Request type
. ~ ~ EPOC. Show only urgen
@ A1 () EPoc () EPOCPR O creee
+ Show search filters ~ x Clear all filters
| H Received date Ref Title National Case No. From Type Status.
EPOC-FR-DE-2025-08-18 Issuing EPOC for content
/00/2025 s Kl
|:| 18/08/2025 TR data_gilles fr10 Il R EPOC 2 D
POG-FR 5-08-3
O 30/09/2025 Ea;“‘ DE2025.08-30 t 1l FR EPOC P B Received]
Request for clarification in
EPOCPR-FR-DE-2025-09-17-
17/00/2025 2 Fl POC 2
(| 7/08/202 e response to the EPOC-PR for IP 11 FR EFOCFR & D

data_mindaugas.fr10

Figure 3-18: Receivedequests

You can also find deadlines list for ediceivedc ases i n tabDeadl i neso
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\ European Service Provider's Interface

Commission

5
7

i} Dashboard Received Requests

(%) Received requests

My received requests

Drafts

& Downloads Expected response: || Confirmation of recelpt  [_] Decision

Deadlines: (@ Al () Overdue () Upcoming

Figure 3-19: Deadlinesab

3.3.4 Downloads

Superuser AllRoles
Service Provider authority - 10 P @ EN

@& Automatic translation (]

"‘B

Deadlines

[] outcome  [T] Notification in reply
Clear all filters

No results found

This section contains files that have been downloaded by users using the Download button
in the specific cas@iew. To see more detaifslease check sectioh0.3
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4 Search for a case

E;- 2 ean I Service Provider's Interface

1 eceived Requests

301092025 nrr EFOC

17082028

o000 o|oco|olo

PIERONI

Figure 4-1: Search for a case

Open a list of receivedaserequests in the menu, which will indicate #tentext of a
search.

Enter full or partiatitle or reference numberor National Case numberof the case you
are searching for.

Select the type of a case you are searching for.

Click Search

Matching search results from: Title or Reference Number will be returned.

—_— N , Cdb Integration
=] §‘ Service Provider's Interface it @“ Qe
m Aulomatic ranslation 9 &
Last edited drafts
My draft requests
Title, reference number or National Case Number
Request type
° Seardh @ a1 (O Eroc () EPOCPR 6
+ sh h filters X Cl filt
[ createddate + Title National Case No. To Type Status

lems per page: | 10 v

Figure 4-2: AiSearch filter® button

Optionaly, you can filter the list of received requests by applying filters:

Click Show search filtersto expandhe panel.
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%-; Service Provider's Interface o v @en

" d requesis Deadiines.
B orats
& Dounioads i, reference numbes or Nationl Case Numbar
® w EPOI EPOCPR
stat Dat a = a
] Recaived [ closes | [ Deletes 7/
0 w0 me s Nanenalt se No. rom type stams.
EPOCFR.DE 2025.0-18-
m} 00134 e 4 &>
EPOC-FR.DE-2025.09-30-
300802026 F Foc a
I} V081202 ey t [T EPOC a D
] St Request mindaug: " =
EPOC-FR.DE-2025-0-18-
O 0005-1 LI =
- 5 0817 " EPOC D

Figure 4-3: Search criteria fields

Select filtering options othe panel.

Click Apply.

Results will be returned.

You can filter out cases that are not wurager
caseso.

To collapse the expanded view, cliikide search filterd .

4.1 View closed cases

If a user wants to viewlosedcasesthey should choose the relevant category fronidfie
hand menu to see the type of case they are interested in.

:- | T —— Service Provider's Interface

Received Requests

e bt
- pa— 1
[ o - A et s

Figure 4-4: Searching foclosed cases

S e | &Show search filter®
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Service Provider's Interface

Received Requests

Figure 4-5: Applyingdfilters to search for closed cases
Select Closé checkboxand the@  fApplydo b ut t on
All Closed cases will bdisplayed

To narrow down the search criteria further, additional search filters can be added

4.2 Clear all filters

Service Provider's Interface

Received Requests

My received requests. Deadiines

Titie, referance number o National Case Number

~ Hige search
Dato Da
o 3t e d = 0 2
st Recaved [ ciosed [] v [] 0 =2
[0 ! o Recoodaate Ret Tite National Case No. From Tvpe status
EPOCFR-DE 2025-09-18-
] 18002025 prive Issuing EPOC for content data_gilles.iri0 1 FR EPOC 2 D
S EPOCFR-DE 2025-09-30-
m} 3002025 o ' T roc (& D
| 1710912026 SROCPR R DE 20253817 Roquest for clarfication n rosponse 1 the EPOC. PR for P data_mindaugas.rio T erocer |8 D
EPOC-FR-DE-2025-09-18-
(] 187002025 s Issuing EPOC for content data_tina fr22 ur £POC R rocorvos
EPOCFR-DE 2025-09-17
] 171002025 pri Reception of EPOC and Sending Grounds for Refusal_mindaugas.fir10 (L2 EFOC <2 &

Figure 4-6: AiClear all filtersd button

Click i (@ar all filter® .
Cl i ApklyoAutton

A list will berefreshedo adefaultstate.
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5 View a case

To view details of aeceivedcase:

. - Cdb Integration i
) European Service Provider's Interface enty name 2 @ @ en
Commission
0 Automatic translation o &
1 My Dashboard
Last edited cases
Received requests (@)  Drants My tasks
EPOC-FRDE-  SelenideTest - EPOC - scenario: DEVEEV-2300 - Form 1 - Message SelenideTest -
23/01/2026 2026-01-23. routing 6a - Receiving (Service Provider) - timeStamp: 2026-01-23 1] FR EPOC 2 EPOC-PR -
0008-1 08:10:35 scenario:
DEVEEV-2589 -
EPOCPR-FR-
Form 5 - Active
SelenideTest - EPOC-PR - scenario: DEVEEV-5317 - Form & - View
T . F roc-Pr |2 | (o
W0U2028 DEZ0BO g on A - tmeStamp: 20250123 08.41:53 1 erocer (4] XD Buttons - Get Compite
23-0029-1 PDF/Print -
time Stamp: 2026-
Selenide Test - EPOC-PR - scenario: DEVEEV-5318 - Form 6 - View 01-22 08:14:50
22/0112026 FR EPOC-PR 2 Received
o - Secton 8 - imestamp: 2028-01-22 08:32:43 u 2 &
22-0031-1 "
EPOCPR-FR-
SelenideTest - EPOC-PR - : DEVEEV-3774 - Form § -
2210172026 DE-2026-01- cleniastes seenane erm Il FR EPOCPR &
et Editing - Section D - time Stamp: 2026-01-22 0B:17:40 SelenideTest -
EPOC-PR -
EPOC-FR-DE scenario
28/0112026 2026-01-28. User Manual 1 | 1 B EPOC v; DEVEEV-2585 -
00011 / Form 5 - View -
Complete:
Section B -
. . Cdb Integration i
European | Service Provider's Interface ontty mams 2 ® @ en
Commission
@@ Automatic transtation @ A
User Manual National Case No. | +
[ Received re
EPOC EPOC-FR-DE-2026-01-28-0001-1 ® Comment & Downioad Workflow v
&) orans
e 5 Overview  Form 1 Event & Message Timeline
& Downloads
ISSUING STATE 11 French Republic ENFORCING STATE BB Federal Republic of Ger.
ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES (‘pous) (EncuisH )
SERVIGE PROVIDER sp name 2
sion
TYPE OF ADDRESSEE: Legal representative
ENFORCING AUTHORITY Staatsanwaltschaft Dortmund Zweigstelle Hamm (4)
(© status | Received ) @D Linked cases + Add case link
No cases linked
Request started on 28/01/2026 08:16
Latest update on 28/01/2026 08:18

Figure 5-2: Viewing case details: Overview tab

A case with details will belisplayed.Click through available tabs to view available
information.
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6 Icons of messages

The purpose of this section is to provide a concise overview of the messages exchanged
within a case, focusing on the most important events. This allows théougeickly see
which key messages have been seilhe counterparties

1 Blue iconindicates that a message has beentsesdrviceprovider.
1 Grey iconindicates that a message has not been sesgroiceprovideryet.

6.1 EPOC Messagdcons

An EPOCsection with oneerviceprovidermay look likein the example below:

EPOC EPOC-FR-DE-2026-01-21-0002-1 #® Comment & Download Workflow v

Overview Form 1 Form 3 Event & Message Timeline
ISSUING STATE 11 French Republic ENFORCING STATE B8 Federal Republic of Ger.
ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES

SERVICE PROVIDER sp name 2

osason — °
TYPE OF ADDRES SEE: Legal representative
ENFORCING AUTHORITY Staatsanwaltschaft Dortmund Zweigstelle Hamm (4)

Figure 6-1: EPOCMessage Icons

Hover the icon to see the description.
Click the name of thaddresse® see the details.

6.2 EPOC-PR Message Icons

For EPOGPR thereis a different set of icorsvailable

Overview Form 2 Form 3 Event & Message Timeline
ISSUING STATE 11 French Republic ENFORCING STATE B Federal Republic of Ger...
NN
ISSUING AUTHORITY Issuing Authority - 10 ACCEPTED LANGUAGES | EN)[‘ DE )
N N
SERVICE PROVIDER Service Provider authority - 10
Decision
TYPE OF ADDRESSEE: designated_establishment

Figure 6-2. EPOGPRMessage Icons
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7 Case ownership

Each case marked withGlobal Case ID can have many local instances.

The first instance of the case appears at the very moment of a new case creation. This instance
is owned by théssuingState athorityto whichthe creating user wittinAuthor role belongs.
Regardless of how many usérsm manycompetentauthorities collaborate over the Draft
edition, this Case instance will be owned by ig®uingState athority and all messages
coming out within that case, sent by anyone having access to the case, framhanyy,

will be sent in lieu of théssuingState athority.

Any commentsaddedto the Case are never sent to anofiaty. They are accessible only
locally, to users of one Case instance.

Every time the Case is being receivediltpmpetentuthority/ serviceprovider, anew Case
instanceis being created, owned lsgmpetentuthority/ serviceproviderthat received the
Case.

Please remember that communication betweenpetentauthoritiesand service providers

is always tweway only, never multparty. In case we have tvgerviceprovidersthat can
communicate with thessuingauthority, they do it independently as there is no way of direct
communication betweehetwo serviceproviders because each tifem has a separate Case
Instance.
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8 EPOC

8.1 Introduction

A EuropearProductiorOrderCertificate(EPOQ is acertificateissued by a judicial authority

of a Member Statevhichrequires a service provider offering services in the European Union
to produce electronic evidence, such as subscriberatatient data, traffic data, or data for
the sole purpose of identifying the usker the purpose of criminal proceedings

The EPOC is based on the principle of mutual recognition and is issued in accordance with
the rules and procedures set out in EU Regulation 2023/T5é3:ertificate is used to obtain
electronic evidence from service providers established or represented in another Member
State, in order to facilitate the investigation and prosecution of criminal offences.

8.1.1

Overview

Thelnternal Workflow encompasses the enfirecesgrom the creation of a new case to the
transmissionof the EPOC to aservice providerd s | egal representati v
establishmentand enforcing authority, if applicablelhis processakes placeavithin the

Competent Authority s mo d u | and ierdstridteltceautirotized users from tigsuing

Stateauthority.

Once all steps of the Internal Workflow are completed, the EPOC can be sent to a chosen
serviceprovider enforcingauthority. The communication between tissuingauthority and
theaddressetakes placevithin the External Workflow .

8.1.2

1.

High Level End to End Process

A competent authorityfrom the issuing Statereates arEPOGC specifying the
electronic evidence to be produced

In some cases, and in some Member State:POCmay require validation by a
judicial authority in theissuing Member State

The EPOCIs transmittedo an appropriataddressee another Member Statand
enforcing authority, if applicable)

Communication betweeservice provider and competent authorittekes place
allowing for the exchange of information and potential issues related to the. EPOC
The service provider carraise concerns or objections regarding EPOC through a
dedicated regulatory forifiForm 3) which may lead to modification of the request
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8.1.3

The requestedlectronic evidences providedby theserviceproviderwithin 10 days
(or 8h in emergency casesf) receivingthe EPOC unless theenforcing authority
raisesgrounds for refusadr theissuingauthority withdraws the request
Theissuingauthority may withdraw the EPOC at any time, which waliminate the
production of electronic evidence

Case is Closed ontkerequested datare provided.

Roles and responsibilities

Within theRI, users can be assigned one or multiple roles, which grant them the ability to
perform specific actions. Fahe Service Providér smoduleof the R| only the Supervisor

will be available, and users assigned to this role will have the corresponding permissions and
capabilities.

8.1.3.1 Supervisor

The Supervisor role offelsoadprivileges, enabling users to manage and oversee EPOC and
EPOCPR cases without requiring assignment to a specific case. Key responsibilities and
capabilities of the Supervisor role include

1.
2.

W

© N g bh

Viewing all incomingePOC and EPO®R cases within their entity

Adding and/or remoing users o/from thereceivedEPOC/EPOCPR(S).

Creaing and senithg all messageavailablewithin the context of EPOC and EPOC
PR cases

Closng a case.

Deleting a case.

Reopeiing aclosed case.

Adding internal comments.

Scheduing the download ofa completeEPOC/EPOGPR case to a ZIP file and
subsequentlgownloadng the generatedile.

8.2 Execute EPOC

Upon receipbf a new EPOC cas¢éheserviceprovider assesses tlertificate
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8.2.1 Submit Form 3

In case theservice provider cannot provide the requested data, they inform without undue
delay both thassuing, and thenforcing authority if applicable, about reasons for ron
execution by sending baélorm 3.

View the incoming~orm 1

o Cdb Integrat
ean | Service Provider's Interface "y’ @ v @eEn
jssion

€8 Aulomalic ransiation

National Case No.  +

User Manual

EPOC EPOG-FR-DE-2026-01-28-0001-1 ® comment & Downioag workliow A
Overview Form 1 Event & Message Timeline = Form3 (2
1SSUING STATE LI Frencn Repudic ENFORGING STATE M FederalRepublicorG L o other information
ISSUING AUTHORITY Tribunal Judiciaire de Paris(1) ACCEPTED LANGUAGES i@\) |\ENGL\SH) @ Outcome

SERVICE PROVIDER p name 2 @ Request for additional information

Decision —
Close acase

Figure 8-1: CreatingForm 3

Click Workflow > Form 3.
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) i J Cdb Integrati f 1
suopean | Service Provider's Interface iibgeation @v @ e

@@ Aulomatic transiation o ~
User Manual National Case No. | +
EPOC EPOCFR-DE-202(( 3 3011 ® Comment & Download Workfiow \
Overview Form 1 Form 3 Event & Message Timeline
Date of creation Reciplents Deadline for reply
Form 3 | DRAFT 28/01/2026 Tribunal Judiciaire de Paris(1)
& GetPOF /Print @ Attach Document v Validation check © Copy form W Delete draft

Introduction section INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR

SECTION A
Certificats concemnex

SECTION F
Request for addional informatinicladbcation 4

SECTION G

Preservation of data

SECTION H

of the

*@example.com 3
@ Success X

S 's Interface BE-EPOC.
s 2.CODEF
RCODCIRERZE . Aosave @)

Form 3 has been created successfully!

eUl 1825

Figure 8-2: Form 3tab displayed

A new draft will be created and displayeda dedicated talwvith Form 3ready for
completion

CompleteSections AH of Form 3by using theList of Sectiongnenu

Attach documents, if needed.

8.2.1.1 Mandatory fields

All mandatory fields must be filled in befoF®rm 3can be electronically submitted. These
mandatory fields are checked by a validation check. This validation consists of set of
syntactical and semantical validations of the data contained in the form. A check is performed
to verify that all required (mandaty) fields of Form 3have been filled. You catmigger
validation manually at any time, while you edit a form.

To triggervalidation:
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) , Cdb Integration
European | Service Provider's Interface pr @ v @ en
Commission

@ Automalic Iransiation o &
Dashboard
AsBaal User Manual National Case No. | +
(%) Received request
B eroc epoc-Fr-DE2026- | 1 1 ® comment & Downloas Workflow
Drafs
Overview Form1  Form3  Event& Message Timeline
& pownioads
Date of creation Recipients Deadiine for reply
Form 3 (DRAFT 2810112026 Tribunal Judiciaire de Paris(1) -
& GetPDF /Print + Validation check © Copy form W Delete gran

Introdugtion section INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR
SECTION A

Certificate concermed

Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1), in cases where the addressee
SECTION B

cannot comply with its obligation to preserve the requested data under an EPOC-PR or 1o produce it under an
Relevant authorityies)

EPOC, cannot respect the specified deadline or does nol provide the data exhaustively, this form should be
completed by the addressee and sent back to the issuing authority as well as, where a notification ook place and in

SECTION C
Addresses of the EPOC/EPOC-PR

other cases where applicable, to the enforcing authority referred to in the EPOC. without undue delay

Figure 8-3: Form 3 validation

View areceivedcase and sele€brm 3 tab.
Click Validation check.

- - Cab Integration
Eurapean | Service Provider's Interface anty namo 2 @" @en

Commission

B8 Automalic translation o &
User Manual National Case No. | +
ived requests
E EPOC EPOC-FR-DE-2026-01-26-0001-1 ® Comment & Download Workflow
Drafts
& T Overview Form 1 Form 3 Event & Message Timeline
Date of creation Recipiants Deadline for reply:
Form 3 [ prarT 2710172026 Tribunal Judiciaire de Paris{1) -
& Get PDF / Prin @ Atiach Document  + Validation check © Copy form W Delete draft
Introduction section INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOG / EPOC-PR
SECTIONA

Certificate concemed
Under Reguiation (ELJ) 2023/1543 of the European Parliament and of the Council (1), in cases where the
SECTION B addressee cannot comply with its obligation to preserve the requested data under an EPOC-PR o to produce it
Relevant authority(iesy under an EPOC, cannot respect the specified deadline or does not provide the data exhaustively, this form should
be completed by the addressee and sent back o the issuing authority as well as, where a nolification took place

SECTIONC and in other cases where applicable, to the enforcing authonty referred to in the EPOC, without undue delay
Addressee of the EPOC/EPOC-PR

*@example.com SECTIOND Ly N — J 4 sted even where addtional information is needed to
Reasons for non-execution identif OC/EPOC-PR is insufficient for thal purpose. If

Please fill all required fields

Auta save Q)

Figure 8-4: Form 3mandatory fields

Validation will be performed and thearning or success message will be displayed. If
there are validation errors, fields and sections containing errors will be highlighted.
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8.2.1.2 Complde Form 3

Conmatin (8 . o

B european ‘ Service Provider's Interface

test1 Naional CaseNo. | +
g 4
2 EPOC EPOC-FR.DE-2026.01-21.0002.1 » Comment t & Download | | Wordow A
L Oousieads Overview  Form 1 sm 3 Event & Message Timeline Complets 1
Date of croation Recipionts Deadine for raph B Form 3
0 3 [ DRAFT 2110112026 Tribunal Judiciaire de Paris(1)

teln il INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR

Si -
W Close  case

Unde EL) 20231543 of the E

the EPOC, v

SECTION C
s

nesses of

Figure 8-5: Form 3: Complete

In the editedorm, click Workflow > Complete
1 A success message will show up in the bottom.
1 Anewstatus Cdimpletedd wi | | s hAceerdionpriew display h e

8.2.1.3 Review Form 3

Upon reviewing théorm contentthe user can choose to: accept the review, return the form
for amendments, or rejeittentirely.

Cdb Integration @v @ Een

Service Provider's Interface

test1 Natonal Case Mo, | +
4
EPOC EPOCFR-DE2026.01.21.00021 ® Comment dlow A~
Overview  Form1  Form3  Event & Message Timeling Accept Review (W0
Dat= of creation: Recipist Deadine for raply:  Reject
Form 3 (coumpLeTED 72026 Tribunal Jud
Retum f i
& Get PDF @ ¢ v Val . -

Figure 8-6: Form 3: Accept review

In acompletedorm click Workflow > Accept Review:
1 A newstatus Pdsitively Reviewed wbie dlidplayedn Form 3Accordion view.

Alternatively, the user can take one of the following actions

A. Return the form for amendment Click Workflow > Return for amendmentand
enter an optional message. This will revert the form to an editable draft version,
allowing the user to make amendments and then ®lickkflow > Complete to

proceed.
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B. Reject the form: Click Workflow > Rejectand enter an optional message. This will
result in the form being rejected, and the Workflow buttons will be disabled,
preventing further actions from being takenthis form

8.2.1.4 SignForm 3

Once the form has been reviewed and approednext step in thimternalworkflow is to
apply a digital signature to Form Blease note that the form can still be edited at this stage,
prior to selectingi Si dramaheWorkflow dropdown menu

Step1: Download SignedPDF

Service Provider's Interface

EPOC EPOC-FR.DE-2026.01.21.0002-1 ® Comment & Downtod Workdiow A

Overview  Form 1 m3  Event& Message Timeline Sign 1

SECTION B. Relevant authority(ies).

SECTION B
e sy

Figure 8-7: Form 3signing
In apositivelyreviewedform click Workflow > Sign

Signature Form 3 X

1. Please download Form 3 PDF document to your disk. 2
& Download Form 3
2. Sign the document and upload it

X Upload Form 3

Figure 8-8: Form 3 download

Download PDF to your computer by clickibpwnload Form 3.

Open the PDF ikdobe Acrobat Readersoftware.
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Commission

Dashboard
() Received requests
B orens

& Downlcads

2-CODEFREEZE

European I Service Provider's Interface

User Manual

EPOC EPOC-FI

Overview  Fort

Form 3 ( READY|

& cet o /P

Introduction s}

SECTION A

Certificato concarmd

SECTION B
Relavant author

SECTION C

Addressee of the £

SECTION D

Reasons for non-ay

SECTION E
Conflcting obégatg
country

SECTION F
Request for additiof

SECTION G

Presarvation of dali

SECTION H
Contact details of f
reprosantatio ol

e ———er=

(8 eroc; EPOC-FORM_3.pdf
File Edit View E-Sign Window Help

Home Tools Doaument B Y¢r 8 B Q ® @

e
Under Regulation (), in cases
oo
o :
4 ey o meh Lo mbar  obhabn tok place snd B i ates vhare
= . 5 e
s s e B T

sdditons!
in the EPFOC/EPOCPR &
are needed.

purpose.
hal sek them. without undue deiay. usng this form.

22 European Production Order Certficate (EPOC)
D2 European Prasarvation Order Certificate (EPOC-PR)

SECTION B: Ralevant authorty(ws)

issuing authority. Tribunal Judiciaire de Paris(1)

File number of the ssuing suthonty:

F applicable. validating suthority-

f appiicable. file number of the validating authority-

¥ appicable. @
1f avalable. fla number of the enforcing authority

Date of issue of the EPOC/EPOC-PR.

Date of receipt of the EPOC/EPOC.PA: 20/01/2026

[SECTION C: Addreszee of the EPOC/EPOCPR.
Addresses of the EFOC/EFOC-PR entity name 2
File number of the addresses:

SECTION D Reasons for non-execution

Name of the relevant servce. tst
Identiier: Other
Value: tast

the followng reasen(s)
Citis ncomplete

Figure 8-9: Opening Form 3 in a PDF form

[B Create POF

B8 Combine Files

E2 editeoF

A, Fill&sign

[ export POF

¥ Organize Pages

E“u Send for Comments
Comment

Scan & OCR

Protect

> QO B 0

More Tools

Cab Integration <
wgraten (@)~ @ en
@@ Automatic transtation o A~
National Case No +

& Download

Workflow v
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§ N Cab Integratiol
[ | | Spy— Service Provider's Interface oson ® v @en
= Commission
= 9 Automatic transiation o &
Dashboard | (B EPOC.F#:DE-2006-01-26-0001-1-EPOC FORM 3. - Adobe Aot (4-51) -8 x| R
File Edt View E-Sign Window Help = RLC3%e NO.
() Received requests |
Home Tools Document 0} Al ——
@ Dn: ! Q —
Search toots
L 0o | E8 combine Files
&% Downloads
52 edipor
Create & Edit .
A2, Fill & sign
[Export PDF m W Delete aran
B @ e s
¢ o = #[] Organize Pages
Create PDF Combine Files Organize Pages Edit PDF
[ Send for Comments
add |~ Open | - Open |- Open |~
E3 comment
E H & sansocs
=>]
Export PDF Scan & OCR Rich Media O Proteat

Bl Bl =D '

Forms & Signatures J
174 &) &5

Fill & Sign Prepare Form Certificates

=m = | =5

Share & Review

Figure8-100. Si gning Form 3 in a PDF: fATool sodo tab

Click Tools > Certificates

B Cdb Integration
European Service Provider's Interface entry name 2 ® v @En
Commission

Dashboard ( @ EPOC-FR-DE-2026-01-28-0001-1-EPOC-FORM _3.pdf - Adobe Acrobat (64-bit) x
alcaseNo.  +
File Edit View ESign Window Help x

Mome Tooks Document BEQ|®® 13 KME R P oo,
[ Time stame £ |

[©) Received reque

B pratts

& Downioass

Workflow

Certificates

slidate All Signatures g Centify (Visible Signature) @ Certify (Invisible Signature)

INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR

W Delete draft

Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1), in cases
where the addressee cannot comply with its obligation to preserve the requested data under an

Y ea

Figure8-11: SigningForm 3i n a DBidt&ly Sigio icon

Click Digitally Sign.
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" N Cab Integration 4
European Service Provider's Interface oy @ v @EN

Commission

@@ Automatic transtation o A

[
®
File Ed ESign Window Help
o Home Tools  Document B EQ ® s A M@ R P 0
B orafs —
| Certificates [ Time stamp ( Close
& Downloaas "
Identifier: Other 2] W Delete draft
Value: test [=]
ign Document g
Time range start: S X 2
Time range end: S “
The requested data (tick the reley ool oo ed s Q’
O are being preserved until tk Tt ing authority, or where
applicable, the enforcing at = - ecessary to preserve and
produce data or until the n¢ Digitally signed he issuing authority that
makes it possible to narrow Anonym by Anonymous uced
O are not being preserved (th Date: 2026.01.28 ally, e.g. if the service
provider does not have the ous 10:39:45 +01'00' :annot identify the requested I
data sufficiently) =
Additional information if needed: (iock pocument After Signing 9]
' &
Additional "
SECTION H: Contact details of the | e esentative of the service
provider s = %
Name of the designated establishn <™ I vice provider:entity name 2
ContactInfo:
Name of the contact person: i ‘
Post held: Enter certficate password and clich _ ‘Sign’ button
: 6
Address:ul. Prosta 1, 00-000 Wz | e
Hel Sign ance
Tel. No: (country code) (area/city ¢ : e -
Fax No: (country code) (area/city code)+48 22 555 000 —_— 5)
Email:de-pl@euronet.example
Name of the authorised person:
Date

Figure 8-12: Signing Form 3 in a PDF: Choosing appropriate area

Usingyour mouseclick anddragto drawthe areawhereyou would like the signatureto
appear.

A modal window will appearClick Sign.

Choose a location to save the signed document. Gake.Use your own signing
method.A possible method is outlined below.

@ Windows Security X

Smart Card

Please enter your PIN.

=] "
PIN
Click zre for more information

8
/i

“ Cancel

Figure 8-13: Signing Form3 in a PDF: Enteiing your PIN number

Enter your PIN number and cli€BK. A signed PDF will be generated and saved.
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Step2: Upload SignedPDF

Signature Form 3 X

1. Please download Form 3 PDF document to your disk.
X Download Form 3
2. Sign the document and upload it.
L. Upload Form 3
Submit

Figure 8-14: Uploadng Signed~orm 3

Return to thekl and dick Upload SignedForm 3.
Browse foryour signedPDF file and clickOpen.

= | B . Cdb Integration X}
;-—n £ European | Service Provider's Interface ertty nome 2 @ v @
@@ Automatic iranstation @ N

£2 Dashboard User Manual National Case No. | +
(] eived requests

EPOC EPOC-FR-DE-2026-01-28-0001-1 # Comment & Download Workflow
B orans

Overview Form1  Form3  Event& Message Timeline
& Downloads
Date of creation Recipients Deadline for reply
Form 3 (READY TO SIGN 28/01/2026 Tribunal Judiciaire de Paris(1)

& Ge . © Copy form W Delete arant

Introduction section SECTION H: Contact details of the designated establishment/ legal representative of the service provider

SECTION A .

Cortfients concerned SigNAture Form 3 x

Attachments
SECTION B
Relevant authority(ieg
Document.pdf x

SECTION C (@ Document already uploadea Created at

Addesses of the ER| 26/012026 10:50

SECTIOND

Reasons for non-ex@

X Delete uploaded document

SECTION E

Conficting obligations arising from the lav of third ul. Prosta 1, 00-000 Warszawa, Pl

country

Figure 8-15: SubmittingForm 3

If the signature is positively verified during the upload, a-pppvith success message
will appear.Click Submit.
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Service Provider's Interface

EPOC EPOC-FR-DE-2026.01-21-00021 ® Commer

Date of creation:
Form 3 (Reapv To siGN 2110112026

Signature Form 3 X
h

1. Please download Form 3 PDF document to your disk.
Introduction section
& Download Form 3

2 Upload Form 3

2. Sign the document and upload it

Garass2s SHall presere The data Tequested even Whers saamonal Tormaten T
C/EPOC-PR is. insufficient for that purpose. If clarifications by the issuing authority are needed, the
ing this form

SECTIONH O Euz *
BE-EPOC- Error while adding attachment

Figure 8-16: Error messageluring the wrong PDF upload

If the signature is not positively verified or a wrong file has been selected for upload, an
error message will appear. Check that you hgleaded aorrectfile.

~

The status of ormwi | | ¢ Sgmede t o 0

Alternatively , beforesigning theform, the user can take one of the following actions

1 Return the form for amendment Click Workflow > Return for amendmentand
enter an optional message. This will revert the form to an editabipletedsersion,
allowing the user to make amendments and then ®lickkflow > Complete to
proceed.

1 Reject the form: Click Workflow > Rejectand enter an optional message. This will
result in the form being rejected, and the Workflow buttons will be disabled,
preventing further actions from being takenthis form

8.2.1.5 Send Form 3

The last step of internal workflow is to send them.

Open the signed Form 3.
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. Calb lmegration
| Service Provider's Interface ool @ v @EN

Automatic translasion

test1 National Case No. | +
ceived gy 4
EFOC EPOC-FR DE-7026.0121-0002-1 & Download | | Workllow A~
B Orats
& vats | E——— /4
Date of craation Recipients: Deadiing for roply: & Form 3
Form 3 ( sichen 210172026 Tribunal Judiciaire de Paris(1)
(4 Send other information
ok GotPDF / Pint @ Outcome
Introduction section INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR © Request for addidonal information
SECTION A -
B Close s case
. Under Regulation (ELS) 2021543 of the European Parllament and of the Councl (1), in cases where the addressee cannol comply wih fs obigalionto  Attachments
SECTIONB preserve the requested dala under an EPOC-PR or 1o produce it under an EPOC, cannot respect the specified deadine or does net provide the data
P —

npbeted by the sddressee and sent back 10 the issuing suhority as well as, where & natfication took placs and in
appicable, 1o the enfarcing autharity referred 1o in the EPOC, withou! undus delay

Dacument. pelf x
Craatad at
210172026 2257

Antivius stats. —

SECTIONC
Addrussen of B EPOCIEPOC PR

all preserve #
. PR i insulfic
without undue delay, using this form

additicnal information is nesdsd to ident

SECTIOND

Reasons for non. sszculion

them p
ing authority are neaded, the adde

SECTIONE

Canflcing oégalions assing from the law of Sird cousiry

QECTION F

Figure 8-17: Sending Form 3

Click Workflow > Send

N Cdb Integration o
European | Service Provider's Interface ay niena 3 @v @ EN

Commission

o8 Automatic translation 9 N

Dashboard

User Manual

National Case No. | +
(5) Received requests

EPOC EPOC-FR-DE-2026-01-26-0001-1

B ® Comment & Download Workflow v/
Drafts
o Overview  Form 1 Form3  Event & Message Timeline
& Downloads
Date of creation Recipients Deadiine for reply
Form 3 (sent 2710112026

Tribunal Judiciaire de Paris(1)

© Copy form

Introduction section INFORMATION ON THE IMPOSSIBILITY OF EXECUTING AN EPOC / EPOC-PR

SECTIONA

Certificate concemed

Under Regulation (EU) 2023/1543 of the European Parfiament and of the Council (1), in cases where the  Attachments
SECTION B addressee cannot comply with its obligation to preserve the requested data under an EPOC-PR o to produce it
Relevant authority(ies) under an EPOC, cannol respect the specified deadline or does not provide the data exhaustively, this form should

Document.xml
be complet

by the addressee and sent back to the issuing authority as well as, where a notificat

on took place

SECTION C and in other cases where applicable, to the enforcing authority referred to in the EPOC, without undue delay

Addressee of the £

Created at
27/01/2026 09:31

*@example com SECTION D

Where possible, the addressee shall preserve the data
Rea: non-ex

identify them precisely, unie:

squested even where additional information is needed to Document.pdf
the information in the EPOC/EPOC-PR is insufficient for that purpose. If Created at

Auto save @i |

Figure 8-18: Form 3 Sent

The system will perform a validation check. If validation is performed successfulfgrthe
will be sent, andthtorms t at us wi Sehb change t o A

Exceptions:

i \Validation errofi in thissituation you will be able to correct errors in your form and
resend.
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1 Sending errof in this situation you will be able to resend a usirigegsendbutton
on the Timeline.

NOTE: Form 3 can be deleted while in draft mode, and a copy function is available, enabling
you to duplicate the form and populate it with existing data.

8.2.2 Terminatea process upon withdrawal of the request

If you receive a Withdrawal request from tssuingauthority, then you should terminate all
ongoing actions, send confirmation igsuingauthority and manually delete all gathered
evidence, especially sensitive contéiifte EPOCstatus will change tdwithdrawro.

To manually confirm the withdrawal:

o Cdb Integration L
I Service Provider's Interface o e @ v @

8 Automalic transiation I
#i Dashboard User Manual National Case No. | +
5} Received requests
EPOC EPOC-FR-DE-2026-01-28-0001-1 #® Comment & Download ‘Workflow A
B orat
_ Overview  Form1 Form3  Event & Message Timeline G4 Form 3
&, Downloads
(1 Send other information
ISSUING STATE LI French Republic ENFORCING STATE B Federal Republic of G
Outcome
ISSUING AUTHORITY SERVICE PROVIDER sp name 2
Dedisio
@ Request for additional information
TYPE OF ADDRES SEE: Legal repres: tive

(4 confirm the end of transaction (1

ENFORCING AUTHORITY Staalsanwallschah Dortmu
Close a case

Figure 8-19: Confirm withdrawal
Click Workflow > Confirm the end of transaction
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Confirm the end of transaction X
|

Sender Recipient ‘
- -
1l Vodafone Czech Republic a.s Al EPOC_1_BE1 Ministerstwo Sprawiedliwosci
(1] Vinohradska 167, 100 00 Praha, CZ 1 |!|A\. Ujazdowskie 11
R4 0999 120 33 00-850 Warszawa
) R 48222390870

-
¥ ge-cz@euronet.example 1 48226280949

S pk@gov.pl
Message:

Nomal :| SamsSeiif : B I U S |A X, %X} = | iE == = I & & | 0chrdes

Please enter the reason for the selected decision

2

a4 3 5

/.

et © Success X

Figure 8-20: Confirmation of withdrawal pojup

Type yourmessage in the text area.

Attach documents, if needed.

Click Save tokeep the message in the system as a draft.
Send the confirmation of withdrawal to the issuing authority.

8.2.3 Providethe requested data

Follow the steps below to send either partial data requested Issthieg Stateuthority or
thefull data requested

ean ‘ Service Provider's Interface

test-600613-2

EPOC EPOCFRDE 2025.10.21.00011

Event & Message Timeline

ISSUING AUTHORITY ssuing Authorty - 1 ACCEPTED LANGUAGES

ICE PROVIDER

TYPE OF ADDRESSEE: designated_estatichment

Figure 8-21: Create OutcomeéNorkflow menu

Click Workflow > Create Outcome

Pageb0of 91




Version:0.1 Date:23/01/2026

Outcome

[ SENDER &3 RECIPIENT

2 D Tribunal Judiciaire de Paris(1) (Issuing authority)

entity name 2 (Service provider)
D Dortmund Zweis Hamm (4) (Enforcing authority)

At least one opfion is required
Message

0 Craracters

1"
11
1
Il
Iil
]
9
bt

Nomal :| |SamsSeif :||B T U & |[A| x, X?

Please enter the reason for the selected decision

4

Final outcome | D)
[5 signed Message
4 Upload docr-at
6 3 7

® Attach Ducume; & GetpDF/P
Figure 8-22: Outcome: Popup window displayed

Select the recipient(s) of the message

Attach documents, including evidence

Type your message in the text area

Selectthédi Fi nal Oswitcltifdhm é a full outcome (all requested data is provided
and no further data will be sent). Leave the switch unselected if this is a partial outcome (only
part of the requested data is providedd the remaining data will be sent in a subsequent
message

Click Save tokeep the message in the system as a draft.

Click Sendto send the outcome to the seledathority(ies).

. - Cdb Integratior
5= Furopean | Service Provider's Interface entty name 2 @ v BEN
= Commission

a8 Automatic translation

User Manual National Case No. | +

EPOC EPOC-FR-DE-2026-01-26-0001-1 ® Comment & Download Workflow
ey Overview  Form1 Form3  Event & Message Timeline
O Update
2710112026 09:34 8 W Delete

(& investigation outcome
# Edit

Figure 8-23: Deletingdata Outcome tab

If neededlit is possibleto DeleteOutcome draffrom the Event & Message Timeline
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NOTE: You can create another Outcome message(s), following the steps above

8.3 EPOC Deadlines execution

This feature is not available in version 4.JWIP]

8.4 Import/Export Webservices

Import/ ExportWe b ser vi ces ar e de PublicRESEAPIsDatumenbe docun
[RD 01], but in summary:

EPOC and EPO®R legal cases can be exported fib@RIt 0 a service provi
system via REST services. However, service providers cannot import casée iRlo

Export creates specially structured zip file of the already existEg§OC/EPOCPR Legal
Case. Outgoing and incoming Legal Cases cagxperted independently of its status
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9 EPOC-PR

9.1 Introduction

A EuropearPreservatiorOrder Certificate (EPO®R) is a certificate issued by a judicial
authority of a Member State, which requires a service provider offering services in the
European Union tpreserveelectronic evidence, such as subscriber data, content data, traffic
data, or data for the sole purpose of identifying the user, for the purpose of criminal
proceedings.

The EPOCGPRIis based on the principle of mutual recognition and is issued in accordance
with the rules and procedures set out in EU Regulation 2023/1543.

9.11

Overview

TheInternal Workflow encompasses the entire process from the creation of a new case to
the transmission of the EPGRRtos er vi ce provi der d0s designat e
representativeThis processakes placevithintheCo mpet ent Aut hori tyos
and is restricted to authorized users fromifisgiingStateauthority.

Once all steps of the Internal Workflow are completed,ctsecan be sent to a chosen
addresseeThe communication between thesuingauthority and theaddressefenforcing
authority occurswithin the External Workflow .

9.1.2

1.

High Level End to End Process

A competentwuthority creates an EPGRR, specifying the electronic evidence to be
preserved

In some cases, and in some Member States, the EFROfay require validation by
ajudicial authority in theissuing Member State

The EPOGPRIs transmitted to an appropriedddressea another Member State.
Communication betweassuingauthorityandserviceprovider takes placallowing
for the exchange of information and potential issues related to thePROC

The service provider can raise concerns objections regarding the EPGRR
through a dedicated regulatory fo(form 3) which may lead to modification of the
initial certificate

The requested electronic eviderstall bepreservedyy theserviceprovider for an
initial period of 60 dayswhich may be extended by an additional 30 dpysvided
that theissuingauthority does not withdraw the origin®POGPR or notify the
serviceprovider that preservation is no longer required
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7. Theissuingauthority may withdraw the EPOERat any time, which will terminate
thepreservatiorof electronic evidence.
8. Case is Closed once the requested datpraserved for the requested period

9.1.3 Roles and responsibilities

For EPOCPR use cases, users accessing the Service Provider's moduleasdidreed the
Supervisor role, which entails the privileges outlinedii [3

9.2 Execute EPOGPR
Upon receipt ofForm 2 theserviceprovider assessese EPOGPR

9.2.1 Submit Form 3

In case theserviceprovider cannopreservethe requested data, they inform without undue
delay the issuing, and theenforcing authority if applicable, about reasons for
norrexecution by sending baéorm 3.

Submitting Form 3 in the context of EPERR follows the same steps as outlined for EPOC;
please refer to Sectidh2.1for detailed instructions on completing this process.

9.2.2 Terminate a process upon withdrawal of the request

If you receive a Withdrawal request from iksuingauthority, then you should terminate all
ongoing actions, send confirmationissuingauthority. The EPOGPR status will change to
AWi t hdrawno.

For more details on sending confirmation of withdrawal, please see s@&i@n
9.3 EPOC-PR Deadlines execution

This feature is not available in version 4.\WIP]
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10 Basicfunctionalities
10.1 Communication betweenactors
10.1.1View incoming message

To see a messaffilerm received from amssuingénforcing Stateuthority:

SelectReceived Requests.
Click a case you wish to view.

Depending on the type of a message:

Service Provider's Interface

aaaaaa

nnnnnnnn

Moo sz 2 EXTENSION OF THE PRESERVATION OF ELECTRONIC EVIDENCE
SECTIONA

SECTION B
g POCER

SE(
ntor

SECTION D
Estension af he prior preservats

Figure10-1: Form 6tab: Overview

If you receivea statutory form(Form 6, 3, it will be visible as a separate tab. Click it to
see its contents.
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I Service Provider's Interface

@3 Autoenatic transation ® ~
test1 Notional Case o | +
EPOC EPOC.FR-DE-2026.01.21.0002.1 4 @ Comment & Download orkflow

Overview  Form1  Fom3 | Grou M| Event & Message Timeline

Grounds for refusal form | rec

& Get POF { Print

Grounds for refusal form

[ SENDER Q RECIPENT

nd Zweigstelie Hamm (4) (Enfoscing autharity) entity name 2 (Service provider)

Please select the individual identiflers. concemed by the ground for refusal ™

Figure 10-2: Grounds for RefusaDverview

If you receive d@rounds for Refusalpredefined messagesed in the context of EPQC
it will alsobe visible in a separate tab. Click it to seedétailedinformation.

| Service Provider's Interface

cames @~ @ e

E@m oo

8 Automati iransiation @ &

ENFORCING STATE

ISSUNG STATE

ACCEPTED LANGUAGES

“““““ ISSUNG AUTHORITY

SERVICE PROVIDER

e
TYPE OF ADDRESSEE:
ENFORCING AUTHORITY
a9 Linked cases 4 Ao case ok,
Bz 1438
20012028 23:05
@ il + E
This list is empty
@ Miached documents
Fom 3 ~
nus status:
! o st 518
Grounds for refusal v

! Docameat ! 6 b
en. o e

L " ke

p Tokan pit o

Figure 10-3: Other messages and attachmamiseived from &€ompetenuthority

Some messages do not have a dedicated tab and will instead appeaEverthé&
Message Timeline

All attachments, messages exchanged in a process of communicatidispéaged in
the Overview tab and in corresponding tabs.
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10.1.2Send a request for additional information

Cdb Integration
entity name 2 @ 7 @ EN
OE Automatic translation Qo A

National Case No. | +
® Comment & Download ‘Waorkflow A
[ Form 3
[ Send other information
Outcome
1

6 Request for additional information

(=] @ Close a case

Figure 10-4: Selectinga i Rquest for additional nf or mati ond butt on

Click Workflow > Request for additional information .

Request for additional information X

) SENDER &3 RECIPIENT |

|:| Tribunal Judiciaire de Paris(1) (Issuing authority)
entity name 2 (Service provider) 2
[] staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)

Alleast one oplion is fequired

Message:

“
Deadline for reply
e (4
[5 signed Message
6 N Upload 5 nt

Figure 10-5: Steps to send a request for additional information

Selectthe recipient(s) of the message
Type a message in the text area.
Select a deadlinef reply, if needed
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Attach documents, if needed.
Click Save to keep the message in the system as draft.

ean | Service Provider's Interface

User Manual

FPOC EPOCFR-DE-2026-01.26-0001-1 ® Comment & Downioad Worklow v

Overview Form1  Form3  Event& Message Timeline
¥ Update messages

Zimizzs 0938 () Fequest o amsona momaton
Creatod trat 1o Tribunal Judiciaire de Paris(1) , Staatsanwahschaft Dortmund Zuwsigstalle Hamm (4]

Figure 10-6: Viewing a draft request for additional information

Click Event & Message Timeline talio see a draft message.
Click Edit on the right side of message to edit your message and &=aisutton.

Request for additional information x ‘
[ SENDER & RECIPIENT
Tribunal Judiciaire de Paris(1) (Issuing authority)
entity name 2 (Service provider)
Staatsanwaltschaft Dotmund Zweigstelle Hamm (4) (Enforcing authority)
Message
Norm Sans Serif BIUS A| X, X =||iE === |5l |4 & | 0chrmcers
Pie
“
Deadline for reply
=]
[5 signed Message
+ Upload document 9

Figure 10-7: Sendng a request for additional information

Click Sendto send the messagette selected recipient(s)
Your message and a future reply from thessage recipient(gpn be accessed from the

Event & Message Timeline tab.
10.1.3Reply to a request for additional information

You can respond toraquest for additional informatiaeceivedrom a competent authority
by replying directly. This will associate your response with the original request and display
it as part of a threaded conversatio
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test1 National Case Mo, | +

EPOC EPOCFR.DE-2026.01.21.0002-1 ® Commond | & Download

Figure 10-8: Reply to request for additional informatio6 | | ¢c Riemd ¥ 6 butt on

View the Timeline of a casewhere the Request for additional message is displayed and
click aReply button.

Reply to request for additional information X

9 SENDER £ RECIPIENT

2 D Tribunal Judiciaire de Paris(1) (Issuing autharity)
entity name 2 (Service provider)

Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)

At least one option is required
Message:

Normal 3| |Sansserf :| B I U S| |A||X, X} =| i === |1, & 2| 0cChaaces

Please enfer the reason for the selected decision

3

5 Signed Message

L Upload doci'ment

5 4

4 /s

Figure10-9: Reéply to request for additionaln f o r ma tup wind@wv p o p

Selectthe recipienof the message.

Type a message.

Attach documents, if needed.

Click Save to keep the message in thgstem as a draft.

Draft will appear irEvent & Message Timeline ab i1 f t he wuser <clicks
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EPOC EPOC-FR-DE-2026-01-23-0001-1 & Comment & Download

Workflow v
Overview Form1  Event& Message Timeline 6
) Update messages
28/01/2026 12:27 (&, Request for additional information o

Received from Tribunal Judiciaire de Paris(1)

Token.pdf

5
28/01/2026 &) Created draft to

Figure 10-10: Reply to request for additional informatioaditing a draft

Click Event & Message Timeline talio see a draft message.

Click on the messageon. A pop-up where you can edit the message and attachments
will appear.

Reply to request for additional information

X
] SENDER L RECIPIENT
Tribunal Judiciaire de Paris(1) (Issuing authority)
entity name 2 (Service provider)
Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)

Message

Normal H Sans Serif ¢ B I US A X, X?| [= === L&k e 15 Characters

reply test

P
Show translation
[5 signed Message
Upload document 7

Figure 10-11: Replyng to a request for additionainformation

Click Sendto send a messagettee originator of thenessage
Your message can now be accessed from Event & Message Timeline tab.

10.1.4Send other information

Through the Workflow menu one can send any other information toattties involved in
case processing
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it & Download Workflow A
] Form 3
] Send other information 5
Outcome

e Request for additional information

B Close a case

Figure 10-12: Send other information: Workflow menu

Click Workflow > Send otherinformation .

Send other information

[ SENDER L3 RECIPIENT

[[] Tribunal Judiciaire do Paris(1) (issuing authority)

entity name 2 (Service provider)
7 D Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)

At least one option is required

Message

Normal :| sanssent :| B I U §| A||x, X} |[Z||IE == = | L |&Q & |0cwrmats

Please enter the reason for the selected decision

3
/
5
/ 4
s
© Attach Document &k, Get PDF / Print

Figure 10-13: Send other information: Fields to fith

The draft will appear in EventClo8&® Message

Select the recipient(®f the message

Type a message in the text area.

Attach documents, if needed.

Click Save to keep the message in the system as a draft.
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EPOC EPOC-FR-DE-2026-01-23-0001-1 6 #® Comment & Download Workflow v
Overview Form 1 Event & Message Timeline
'O Update messages .
28/01/2026 12:30 (" Send other information ) 7 Eai
Created draft to Tribunal i de Paris(1) , Dortmund Zwei Hamm (4)

test

Figure 10-14: Send other information: Editing a draft message

Click Event & Message Timeline talto see the draft message.
Click Edit on the right side ofhe message. A pepp where you can edihe message

and attachments will appear.

Send other information X
[) SENDER & RECIPIENT |
Tribunal Judiciaire de Paris(1) (Issuing authority)
entity name 2 (Service provider)
Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)
Message:
Nomal x| sanssent 1| B T U S |A| x, x| = [E== = L[4 2 | 0cmde
Plaase enter the reason for the selected decision
8 “
/' Save @ Aftach Document | | g Get PDF / Print

Figure 10-15: Sending other information

Click Sendto send anessage to the selected recipient(s)
Your message can be accessed from Event & Message Timeline tab.

10.1.5Reply to ASend other informationo mess

When you receive '&end other information' message, you can reply directly to it. The system
will automatically associate your response with the original message and display it in a

threaded conversation
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EPOC EPOC-FR-DE-2026-01-23-0001-1 & Comment & Download Workflow
1
Overview Form 1 Event & Messaga Timeline
D Update messages 2
28/01/2026 12:34 (&, Send other information') © Reply
Received from Tribunal Judiciaire de Paris(1)
Token.pdf
Figurel0-l6. Reply t o ASend butenher i nf or mati ono
View the Timeline ofacasewh er e t he ASend ot her i nfor mat
and clicka Reply button.
X

Send other information

[ SENDER L RECIPIENT

3 I:‘ Tribunal Judiciaire de Paris(1) (Issuing authority}

entity name 2 (Service provider)
Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)

At least one option is required

Message:

iii
[il
[l
~

Nomal :| | SansSeif : B T S| A (X, X2 |=]||i=: Ty | & & | | 0cCharacters

I

Please enter the reason for the selected decision

a
6 5

Figure10-172 Reply t o ASend ot hpopupiwindbwor mati ond message

Selectthe recipient of the message.

Type a messaga the text area

Attach documents, if needed.

Click Save to keep the message in the system dsaé.

Draft wil/ appear in Event & Message Timelin
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ean | Service Provider's Interface
ission

User Manual

EPOC EPOC-FR-DE-2026-01-26-0001-1

#® Comment

Overvie w Form1 Form3  Event & Message Timeline ’
O Update messages
2710112026 09:62 (& s )
Recerved from Tribunal Judiciaire de Paris(1)
Tokenpdf
2710 ;_J Created draft to Tribunal Judiciaire de Paris(1)
09:53

o t h: &diting ardfaformessage i o n 0

Click Event & MessageTimeline tab to see a draft message.
Click on thedraftreply to the Sendther informatiormessage. A pepp where you can
edit the message and attachments will appear.

National Case No. 4

4 Download Workflow

© Reply

Send other information

) SENDER

entity name 2 (Service provider)

Message:

Normal sansserif 3| (B T U S A

Please enter the reason for the selected decision

& Get PDF / Print

§ Attach Document

Figure10-19: Sendingae p | vy

X, X?

t

o

ifSend

£ RECIPIENT

Tribunal Judiciaire de Paris(1) (Issuing authority)

Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)

Q »

0 Characters

ot her i

nf or mat i

“

9

ono

Click Sendto send a messagettte sender of the original message
Your sent message can now be accessed from Event & Message Timeline tab.

10.1.6Signing (optionally) additional messages

The Rlallowstheserviceprovider® sodule userso optionally sigrthe messages listed

below:
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EPOC

1 Manifest for External Transmission of Ddteot available in version 4.0)0
1 Outcome,
1 Request for additionaihformation

EPOCGPR

1 Request for additional information

Request for additional information X

[4] SENDER £ RECIPIENT

| Tribunal Judiciaire de Paris(1) (Issuing authority)

[] Staatsanwaltschaft Dortmund Zweigstelle Hamm (4) (Enforcing authority)

Alleast one option is required

Nomal | |SansSeif :| B T U & Al|x, x| |= E === L & & oo

Deadiine for reply
=]

[5 signed Message

+ Upload decument 2 1

§ Attach Document &k Get POF / Print

Click AGET PDF/Prinb button and save the message in PDF format on your local disc.

Signthe downloaded message aidoad ittotheRIby cl i cking the AUpIl oc¢
button.

NOTE: Please be aware that tBet PDF/Print button will not be accessible untile user
saves thechanges by clicking th&avebutton

10.2 Technical Evidence

Received messagesithin casescontain technical evidence that can be accessed and
downloadedconsisting ofa Token.xml anda Token.pdf. These assure the receiokthe
validity of the documenteceivedrom the counterpart and can be found in the Overview tab
under the AAttached documentso section.
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@ 7z

e-CODEX Leu (_‘[p-t. ==

e-CODEX

e-Justice Communication via Online Data Exchange

Trust OK-Token
General Information
Issuing Country AT
Advanced Electronic System Authentication-based
Document Information application/pdf, "Document. pdf”
Time of Issuance 2025-09-16 12:32 UTC
Legal Result
Evaluation of the Document Successful

e-CODEX approves the validity of the document. It is
attested that it fulfils the requirements to be legally valid in
the sending country.

Further details can be found in the attached validation
report and its technical assessment.

Figure 10-20: Technical Evidence

10.3Downloadthe complete case

All users having access to the case (by assignment or by privilege) have the possibility to
downloadthe complete case to the local storage (PC or network shared disk).
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The user can request to prepare a file for such download at any time while having access to
the case. This request is triggering the process of completion of all case information, which
can take some time, especially if the case has many large attachfhentase (¢orms, all
messages and attachments) will be compressed into a ZIP file. This ZIP file is accessible
later, even in the event that the user meanwhile has been revoked from handling the case or
the case has been deleted.

Downloaded ZIP file contains comments, forms, messages.

uropean | Service Provider's Interface

User Manual q )| el casos |+
EPOC EPOC-FR-DE-2026-01-26-0001-1 ® Comment T de Download | | Workiow

Overview  Form1 Form3  Event& Message Timeline
1SSUING STATE 1 French Republic ENFORCING STATE M Foderal Republic of Ger
ISSUING AUTHORITY Tribunal Judiciaire de Paris(1 ACCEPTED LANGUAGES |:Po|.\sn.: (Encusk )

SERVICE PROVIDER spna

—~- 0 @ o @
TYPE OF ADDRESSEE: Legal representaive
ENFORGING AUTHORITY Stastsanwaltschat Dorimund Zweigstelie Hamm (4)

Figure 10-21: "Download" button

Toscheduledownllmdgo i nto the case dewnmaddbsttors cr e en

Download confirmation X

Please enter the name of the file (.zip extension will be added automatically)
R
File name

2

< Cancel 3
Figure 10-22: Downloading a ZIP file

Setthe name of the ZIP file with case details.
Cl i ¢ kDowrfioedd Abutt on again.

If everything went smoothly, user should receive this confirmatiorupop

@) Success X

The file will appear in the Downloads tab as a zip in
a few minutes

Figure 10-23: Downloadconfirmation

Page67 of 91

C



Version:0.1 Date:23/01/2026

Downloaded ZIFfile lands in DOWNLOADS section, on the léfand menu.

Eurspean Service Provider's Interface

Downloads

reation date

Figurel024¢ A Downl oadso section

The files that will be downloaded may have several statuses:

Ready- this means the file is ready to download;

Scheduled- this means that the file is waiting in a queue to be ready for download;
Error - means that the action to prepare the document for download has failed.

10.3.1Deleting files from DOWNLOADS

Service Provider's Intefface T e

Downloads

Id File name Size Creation date Available until Status
ok, Downloads. - B, o s
110801-4707-4567-83be-5a733446213c usermanual zip 36Mo 27/01/2026 09:56 261012026 0956 Ready & Dowmload x

‘eBad03e7-5dbl-426-bGTC 71883420069 999.2ip 29M0 26/01/2026 14:15 2710112026 14:16 Ready & Download x

273466k cHCT 4726 abSE 1bII194GAR28 0000 2ip 25M 2600112026 14:14 21012026 1414 Ready & Downioad x

Figure 10-25: Deleting files fronfibDo wn|l oads o0 secti on

You can delete unnecessagwnloadsby usixdgi cbe. i
10.4Internal Comments

Internal commens$ can be added to a case along with attachments. Thesaens and
attachments are only visible in teerviceprovide® moduletimeline.

Commens are only visible internally and not transmitted anywhere.

Any user having access to the case can place aconewnentor edit (add or delete an
attachment, edit the text) and delete an existorgment

Page68of 91




Version:0.1

Date:23/01/2026

gt @) v @ e

Service Provider's Interface

User Manual
EPOC EPOC-FR-DE-2026-01-22-0010-1

Formg  Groundsforrefusalform g gone g Message Timeline

Overview Form 1

ISSUING STATE 1} French Republic ENFORCING STATE W8 Federal Republic of Ger.

ISSUING AUTHORITY Tribunal Judiclaire de Paris(1) ACCEPTED LANGUAGES (Pous ) (‘encusH )
SERVICE PROVIDER sp name 2

TYPE OF ADDRESSEE:

()

ENFORCING AUTHORITY

Figure 10-26: "Comment" button

To add acomment a user needs to be inside BAOCor EPOGPR caseand select a

ACommentd butt on.

Comment X
Momal 3| |SensSeil : B T U & A x,x!? = S === L & & | 4cnhmes
test
@ Anach Documen t < Cancel A Add comment

Figure 10-27: Adding internal comments

Once an internatommentis added, internal attachments can be added, and both can be

saved.
o @~ @

Service Provider's Interface

A
B o |
- Commission

I

D Automatic transiation

National Case No. | +

User Manual
EPOC EPOC-FR-DE-2026-01-22-0010-1 ® Comment & Download Workflow W

Overview Form1 Form3  Groundsforrefusalfom  gyun g mgssage Timeline
23101/2026 09 30

= Update messages

23101/2026f11:18 Comment by Cdb Integration

Figure10-28 Comments displayed in the AEvent and

All commen$ made are visible in the Event & Message Timeline of that single case.
After deletion of theeomment it is no longer visible in the timeline.
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10.5Workflow menu

[
EPOC EPOC-FR-DE-2025-09-18-0005-1 # Comment & Download Workflow A
Overview  Form 1 Event & Message Timeline £2 Form3
. [ Send other information
ISSUING STATE 11 French Republic ENFORCING STATE Bl Federal Re|
i i eV pe ) Outcome
ISSUING AUTHORITY Issuing Authority - 22 ACCEPTED LANGUAGES QEN/;\\DE/;
. R 0 Request for additional information
SERVICE PROVIDER Service Provide

Decision: — —
B Close a case

TYPE OF ADDRESSEE: designated_establishment

ENFORCING AUTHORITY Enforcing Authority - 22

Figure 10-29: Workflow menu

The Workflow menu provides actions possibletteSer vi ce Provi der s mod
Additionally, it allows sending of messagesthe involvednationalcompetentauthorities
Available options sein dropdown menwlepend ortheworkflow state of the Case.

10.6Closecase

Closing a case takes effect only on the ¢l os
of the case closure, and this action is not reflected as a status on their Event and Message

timeline
# Comment & Download Workflow A
& Form 3
Send other information
B Federal Rej &

@ Qutcome

. . e Request for additional information
Service Provide

]
| @ Closeacase ({g

Aacinnatad actahlichmant

Figure 10-30: Closing a case: Workflow menu

Click Workflow > Close a case
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Closing the case X

Are you sure you wish to close this case? Before closing the case, please review the infromation below:

Warning

Please remember that closure of the case is an internal action and will not be communicated to the other authority. To read
information about the process, click on the arrow icon next to the selected process, or click Expand All.

Expand all/Collapse

2

Closing the case >

Withdraw the case )

3

Cancel Close

Figure 10-31: Close a case pepp warning

A pop-up confirmation windowwill be displayedwith the possibility tacollapse/expand
all the necessary information.
Cl i ck destatnsswdllde changed @osed

NOTE: If the user decides fiCanced the action, the case will not be closed.

Remarks:
i After case closure,osne actions othe Workflow dropdown menuware no longer
available. However, you can still use Workflow menu to:
o Send any other information
o Reopen the case

10.6.1Re-open closedtase

Reopening a case takes effect only on yoor d u side.®@h& counterparties angot notified
about the reopening of a cas@d this action is not reflected as a status on their Event and
Message timeline

To reopen a case:
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Figure 10-32: Reopening a case: Workflow menu

Click Workflow > Reopen a case
The status will be changed backReceived

10.7 Download PDF and Print

The button isavailablefor all types of messagédstatutory forms, predefined messages and
free form messages3lated to EPOC andHOGPR

1 1 e-Evidence Digital Exchange System Supe

User Story 3 - Test

EPOC EPOC-FR-DE - "5-10-30-0002-1 #® Comment P
1

Overview Form 1 Event & Message Timeline

& Get PDF / Print 2

Introduction section EUROPEAN PRODUCTION ORDER CERTIFICATE (EPOC) FOR THE PRODL
SECTION A ELECTRONIC EVIDENCE

Issuing/validating authority

SECTION B Under Regulation (EU) 2023/1543 of the European Parliament and of the Council (1) the

Addressee
addressee of this European Production Order Certificate (EPOC) must execute this EPOC and

must transmit the reauested data in accordance with the deadline(s) specified in Section C of this

Y

Figure10-33: Form ¥ Form 2 Form3fi Get PDF / Pri nt o

EnteraFornymessaggou wish to download.
Click AGet PDF / Printo, which will trigger downloading PDF file to your computer.

Wait until download of PDF completes. Depending on the connection and PDF size, delay
in download may occuOpenthe downloadedile in awebbrowseror PDFreader(Adobe
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Acrobat or other). Use Print feature of your browser or PDF reader to print a file

10.8 Attaching files to a form

The button is visible fomessages/forma draft stage

Figure 10-34: Attaching files

Open a fornfor EPOC/ EPOEPR received case

Click Attach Documentbutton

A dialog box allowing you to browse the file system will be displayed.

Browse your system and select a file to attach OR select the file and Drop dRto the
Thefile will be added to Attachments and saved in the draft

1 Repeat steps-3 to add another file, if needed.

1 To remove an attachment (Be carefdiu can remove also attachments added by
someoneelde, oxdiickomd visible in the attachment

10.9Mandatory fields

Mandatory fields are marked with an asterisk (*) symBek example below:
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