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Wereldwijde opmars van cyberdreigingen
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Soorten actoren

Cybercriminelen Natiestaten Cyber-mercenaries
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Cybercrime (niet door statelijke actoren)
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De invloed van statelijke actoren in cyberspace: factoren van belang
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Natiestaten achter cyberincidenten met politieke dimensie, 2000-2023

44.8% @ Not identified
11.9% @ China

11.6% @ Russia

5.3% @ Iran

4.7% ¢ North Korea

2.6% @ Ukraine
2.3% @ United States
1.8% Pakistan

1.7% @ Turkey
13.4% Other countries
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Verenigde Staten, 2023
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China, 2023

13.7 miljard
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e | Rusland, 2023
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Oekraine en NAVO-
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EU lidstaten, 2023
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Impact Al op de geopolitiek van cyberweerbaarheid

Al biedt aanvallers nieuwe mogelijkheden.... ...maar helpt ook effectiviteit van cybersecurity
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Cybersecurity en Big Tech
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Google Cloud

Operational security

Internet communication

User identity

Service deployment

Hardware infrastructure
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About Stokeholders Strategy Sped#
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The rapid development of Al can overwhelm businesses and governments.

1 . . Both the opportunities and challenges are great. What do these changes
Al's societal and economic

mean for the organization, and for the trust of employees, customers and
im pq Ct CO nti n u eS to g rOW citizens? How can algorithms, complex processes and ethical principles be
brought together into one strategic, compelling vision? Humanative helps

organizations shape their view of human-centric Al, with:

How do organisations
remain human-centric,

+ Stakeholder management

+ Strategy and vision development

www.humanative.nl

Jochem@®@humanative.nl
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