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Table 1: Overview of EU Legislation in the Digital Sector

Research &
Innovation

Digital Europe
Programme Regulation,
(EL) 2021/684

Horizon Europe
Regulation,

(EU) 2021/695,
{EW) 2021/764

Regulation on a pilot
regime distributed ledger
cn, markat,

(EWU) 2022/858

Industrial Policy

Recovery and Resilience
Facility Regulatian,
(ELN 2021/247

InvestEU Programme
Reguiation,

Connecting Europa
Facllity Reguiation,
(EU)1 2021/1153

Regulation on High
Performance Computing
Joint Undertaking.
(EU) 2021/1173

Regulation on Joint
Undertakings under
Horizon Europe.,

(EU) 2021/2085,
2022/0033(NLE}

Decision on a path to the
Digital Decade,
(EU) 2022/2481

kaizenner.eu

Connectivity

Frequency Bands
Directive,
(EEC) 1987/,

Radio Spectrum
Decision,

Broadband Cost
Reduction Directive,

(EU) 2014/61,
2023/0046(COD)

Open Internet Access
lation,

(EU) 2015/2120

European Elactronic
Communi

Directive (EECC),
{EU) 20181872

Roaming Regulation,
1=

Regulation on the Union

Secure Connectivity
Programme,
(EL) 2023/588

-eu top-level domain
egulation,
(EU}2018/517

ications Code

Data & Privacy

General Data Protection
lation (GDPR),
16/679

Reguiation to protact
personal data processed
by EU institutions. bodies.
offices and agencies,
(EL) 2018/1726

Regulation on the free
fiow of non-persanal

data,
(EW) 20181807

Open Data Directive
(PS),
(EL) 2019/1024

Data Governance Act
(DGA Ragulation),
(EU) 2022/868

Database Directive,
{EC) 1996/9

Community Design
Directive, (EC) 3
2

Enforcement Directive
PR,

Directive on the
protection of trade
secrets,

Cybersecurity

Regulation for &
Cybersecurity Act,
(EU) 2018/881

Regulation to establish a
European Cybersacurity

NIS 2 Diractive,
(EU) 2022/2555

Law Enforcement

Law Enfarcement

/680

Directive on combating
fraud and counterfeiting
of non-cash means of
payment,

Regulation on terrorist
content online,

Temporary CSAM
Regulation,

2022/0155(COD)

Trust & Safety

Product Liability
Directive (PLD),

(EEC) 1985/374,

2022/0302(CO0DY

European
Standardization

Reguilation,
(EW) 2012/1025
Radio Equipment

Dirsctive (RED),
(EU) 2014/53

©IDAS Regulation,

Regulation for a Single
Digital Gateway,
(EU) 2018/1724

General Product Safety
Regulation,

Machinery Regulation,
(EU) 2023/1230

ournal of the European Union

by the c

SRR,
83 potential

initiative.

| Planed initiative | N

E-commerce
& Consumer
Protection

Unfair Contract Terms.
Directive (UCTD),
{EEC) 113

E-commerce Directive,
(EC) 2000/31

Unfair Commercial
Practices Directive

(UCPD),
(EC) 2005720

Directive on Consumer
Rights (CRD),
(U1 201141

e-invoicing Directive,

(EU) 2014/55

Geo-Biocking Regulation,
(EL) 2018/302

Digital content Directive.
(EL) 2019/770

Directive on certain
aspects concerning
contracts for the sale of

Digital Services Act (DSA
Reguiation),

Competition

Technology Transfer
Block Exemption,
(EC) 2014/316

Company Law Directive,

2023/0089(COD)

P28 Regulation,
(EU12019/1150

Vertical Block Exemption
Regulation (VBER),
(EU) 2022/720

Digital Market Act (DMA
Reguiation),

Regulation on distortive
foreign subsidies,
(EV) 2022/2560

Horizontal Block
Examption Regulations

ER),
(EU} 2023/1066,
(EL) 2023/1067

2021/0414(COD)

Satellite and Cable |
irective,

Information Sociaty
Diractive,

Audio-visual Media
Services Directive
(AVMSD),

(EW 2010013

Portability Regulation,
(EU) 2017/1128

Satellite and Cable Il
Directive.
(EU) 2019,

Gopyright Directive,
(EUI2019/780

Finance

Common VAT system.
2022/0407(CNS)

Payment Service
Directive 2 (PSD2),

(EU) 2015/2366
2023/0209(COD)
Digital Operational

Resilience Act (DORA
Ragutation),
22/

Crypto-assets
Regulation (MICA),
(EU) 2023/1114

Financial Data Access
~__Regulation,

Payment Services

bruegel

ONLINE TRUST COALITIE



HOE ZORG JE VOOR VERTROUWEN?

De visie van de OTC is gebaseerd op drie pijlers: Criteria, Controle en
Communicatie.
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WAT BETEKENT DAT CONCREET?

Risks, conform toepasselijke wet- en regelgeving
Maatregelen om die risks effectief te beheersen
= Normen en standaarden zoals EUCS, ISO27001, BIO/BIR, et cetera

= Periodieke interne audits
= Periodieke externe audits conform kwaliteitsnormen zoals ISAE3402

" rapportages geschikt voor :
® |nterne stakeholders (RVC)
= Klanten en “dependents”
= Toezichthouders
Voorbeeld: Digitale jaarrekening, assurance reports




HANDELINGSPERSPECTIEF BESTUURDER: 5 STAPPEN

Toepasselijke wetten en regels
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HANDELINGSPERSPECTIEF BESTUURDERS

Stap 1: competenties en vaardigheden

* Kern: Bestuur en RvC heeft voldoende kennis van zaken
* Gaat om kennis van IT GRC, niet primair van de IT zelf
* Opleidingen TIAS




@_

HANDELINGSPERSPECTIEF BESTUURDERS

Stap 2: Richt uniforme "digital control" in

* Lees de nieuwe Corporate Governance Code
* Gebruik het NRI (Norea Reporting Initiative) als template voor wat je moet managen
* Hanteer de 1SO38500 :
RACI, budget, rapportages
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HANDELINGSPERSPECTIEF BESTUURDERS

Stap 3: Doe een grondige risico-inventarisatie

- Hou rekening met alle toepasselijke wetten - en regels
- Vraag hulp aan experts (bijv ICTrecht)
- Overheid geeft tips en voorbeelden (DTC/NCSC/RDI sites)
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HANDELINGSPERSPECTIEF BESTUURDERS

Stap 4: Maak 1 integrale “set” van controls

* i.e. mitigerende maatregelen
. Hanteer normenkaders
Voorbeelden: EUCS, ISO2700x,

. En voer diein




HANDELINGSPERSPECTIEF BESTUURDERS

Stap 5: laat dit geheel periodiek (jaarlijks) beoordelen
» Tip: gebruik het NRI
« Doe ook interne audits
« Externe beoordeling en assurance rapportage
- Hanteer kwaliteitsnormen (ISAE3402, EUCS)

Optioneel: Maak 3 rapport versies, geschikt voor interne stakeholders, klanten &

ketenpartners en toezichthouders

-> EN HERHAAL DE 5 STAPPEN NA ELKE AUDIT <-




EN HERHAAL DE CYCLUS JAARLIJKS




