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1. Human Rights







Key International Human Rights Treaties 
● International Covenant on Civil and Political Rights (ICCPR, 16 December 1966)
● International Covenant on Economic, Social, and Cultural Rights (ICESCR, 16 December 

1966)
● Convention on the Elimination of All Forms of Racial Discrimination (ICERD, 21 December 

1965)
● Convention on the Elimination of All Forms of Discrimination Against Women (CEDAW, 18 

December 1979)
● Convention against Torture and Other Cruel, Inhuman or Degrading Treatment or 

Punishment (CAT, 10 December 1984)
● Convention on the Rights of the Child (CRC, 20 November 1989)
● International Convention on the Protection of the Rights of All Migrant Workers and 

Members of Their Families (ICMW, 18 December 1990)
● Convention on the Rights of Persons with Disabilities (CRPD, 13 December 2006)

https://en.wikipedia.org/wiki/International_Covenant_on_Civil_and_Political_Rights
https://en.wikipedia.org/wiki/International_Covenant_on_Economic,_Social,_and_Cultural_Rights
https://en.wikipedia.org/wiki/Convention_on_the_Elimination_of_All_Forms_of_Racial_Discrimination
https://en.wikipedia.org/wiki/Convention_on_the_Elimination_of_All_Forms_of_Discrimination_Against_Women
https://en.wikipedia.org/wiki/United_Nations_Convention_Against_Torture
https://en.wikipedia.org/wiki/United_Nations_Convention_Against_Torture
https://en.wikipedia.org/wiki/Convention_on_the_Rights_of_the_Child
https://en.wikipedia.org/wiki/International_Convention_on_the_Protection_of_the_Rights_of_All_Migrant_Workers_and_Members_of_Their_Families
https://en.wikipedia.org/wiki/International_Convention_on_the_Protection_of_the_Rights_of_All_Migrant_Workers_and_Members_of_Their_Families
https://en.wikipedia.org/wiki/Convention_on_the_Rights_of_Persons_with_Disabilities










International law is hard, EU to the rescue?

Company Focused Initiatives 
B.1 Proposed Corporate Sustainability Due Diligence 
Directive
B.2 Corporate Sustainability Reporting Directive 
B.3 European Sustainability Reporting Standards 

Finance Focused Initiatives
C.1 Sustainable Finance Disclosure Regulation 
C.2 The Green Taxonomy 
C.3 Taxonomy Extension – The Social Taxonomy 

Trade And Import/export Controls 
D.1 Conflict Minerals Regulation 
D.2 Timber Regulation 
D.3 Regulation On Deforestation-free Products 
D.4 A Proposed Import Ban On Goods Produced With Forced 
Labour 

Green Transition 
E.1 Batteries Regulation 
E.2 Critical Raw Materials Act 

Digital Ecosystem-focused Initiatives 
F.1 Digital Services Act 
F.2 Eu Artificial Intelligence Act 
F.3 Artificial Intelligence Liability Directive 
F.4 General Product Safety Regulation 
F.5 General Data Protection Regulation 
F.6 Regulation On Trade Of Dual-use Items 

Public Procurement 



International law is hard, NL to the rescue?

Pillars of the Dutch internet policy

Governance on and off the internet

Protect the public core of the internet 

Values: open, free, and secure

Multi-stakeholder governance 

○ Dutch National Cyber Strategy 2023
○ Strategy Digital Economy 2022
○ Dutch Digitalization Strategy 2021
○ AIV report: The Internet (and cabinet 

response) 2016
○ WRR report: the Public Core of the Internet 

(and cabinet response) 2015
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3. Infrastructure 
and Human Rights



3.1 Sanctions





February 2014 - Russia invaded Ukraine
Annexation of Crimea and illegal military operations in Ukraineʼs eastern Donbas region by the Russian 
state.

EU create two sanctions packages:

"Council Regulation (EU) No 833/2014 of 31 July 2014 concerning restrictive measures in view of 
Russiaʼs actions destabilizing the situation in Ukraine" and "Council Regulation (EU) No 269/2014 of 17 
March 2014 concerning restrictive measures in respect of actions undermining or threatening the 
territorial integrity, sovereignty and independence of Ukraine"

February 2022 - Russia started a full scale invasion attempt of Ukraine.

Updates to the sanction packages













3.2 Standards









5G is a tool for ‘lawful intercept’ (aka targeted surveillance)



5G is also a standard with maintained infrastructural 
insecurities
In this paper we look at responses in the 3GPP to three cases of telecommunication vulnerabilities:

1. SS7
a security flaw in Signaling System No. 7 (SS7) that allows for data interception and surveillance, SMS 
interception and location tracking by third parties

2. IMSI catchers
the lack of encryption of permanent identifiers that allowed for the deployment of rogue base stations, 
which allowed for man-in-the-middle attacks, resulting in interception of all voice and data traffic in a 
physical signal vicinity, and 

3. Resistance to Static Key Exfiltration
the lack of forward secrecy (PFS) between user equipment and the home network, which allows for the 
decryption of current encrypted data stream if credentials were obtained in the past.



● Quantitative analysis of communication patterns on mailing lists (by using 
BigBang)

○ Studied the communication patterns between actors using the mailing lists:
■  of 3GPP's TSG SA working group three on Security and Privacy
■ and the subgroup of lawful interception (WG3_LI)
■ quantitative analysis

● Qualitative analysis of emails
● Qualitative analysis meetings reports
● Participant observation

Methods

https://datactive.github.io/bigbang/




First we established people were 
discussing vulnerabilities on the 
selected mailinglists 



Then we sought to understand who 
were talking about this



We classified the actors into 
stakeholder groups, to understand 
whether a significant part of 
industry was represented



And then analyzed the actors 
according to the nationality of 
the companies they 
represented.



● Insecurities are structurally discussed in the 3GPP (mandated to address them)
● Direct fixes are postponed  
● Insecurities are only addressed when a technology is phased out

○ In the case of SS7 through the diameter protocol (which is taking 20+ years)
○ In the case of Stingrays / IMSI catchers only with the deployment of 5G (through the introduction of 

encrypted identifiers in 5G, but only works in SA mode!)
● Other fixes are outright rejected

○ Perfect Forward Secrecy (PFS)
○ A solution to the vulnerability of static key exfiltration from the world’s largest SIM card manufacturer 

Gemalto by the United States and Great Britain, 
○ Structurally rejected by companies from the United States, the United Kingdom, and France
○ The inclusion of this security feature was supported by companies from China, Europe, and the United 

States.
○ This insecurity is of the nature that it can only be used by significantly resourced actors - and has in 

the past been exploited by the secret services of the United States and the United Kingdom. 

￼





3.3 Non-Latin Scripts















Some final thoughts

● Infrastructure and human rights are intertwined
● The translation from rights to technology is not easy 

○ Neither companies, governments, standardization bodies (or academics for that matter) have 
worked out how to do this

● The translation from rights to technology is not in everyone’s interest
○ Corporate and governmental interests and geopolitical tensions are significant

● Not (yet) clear who has which responsibilities and capabilities
● Strong rights language can contribute to contestation and fragmentation 
● Where should these discussions be taking place, and who should enforce? 

What knowledges do we need for this and who should be at the table?



Further Reading:
Read my writings at: nielstenoever.net/publications 

How the Internet Really Works

Wired Norms

Human Rights Are Not a Bug

Loud Men Talking Loudly

Ramsey Nasr on Qʼalb

RFC8280 - Human Rights Protocol Considerations

Guidelines for Human Rights Protocol and 
Architecture Considerations

http://nielstenoever.net/publications
https://catnip.article19.org/
https://nielstenoever.net/wp-content/uploads/2020/09/WiredNorms-NielstenOever.pdf
https://www.fordfoundation.org/media/6665/humanrights-tenoever-a11y.pdf
https://www.criticalinfralab.net/wp-content/uploads/2023/04/LoudMen-CorinneCath-CriticalInfraLab.pdf
https://youtu.be/FnOnZFaK0bQ?si=ZFwy4icAREhISnqj&t=645
https://datatracker.ietf.org/doc/html/rfc8280
https://datatracker.ietf.org/doc/html/draft-irtf-hrpc-guidelines-18
https://datatracker.ietf.org/doc/html/draft-irtf-hrpc-guidelines-18


Join our reading groups and 
other activities

https://criticalinfralab.net 

https://criticalinfralab.net

