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~ whoami
▪ Martijn Peijer
▪ Security Analyst & Ethical Hacker
▪ RED-Team - SOC - Belastingdienst

▪ Threat Hunting
▪ Vulnerability Scanning
▪ CVDs/RDs
▪ Hacking
▪ DDoS Tests
▪ CTI
▪ OSINT
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HACKTIVISM

Hacktivist:

“A person who gains unauthorized access 

to computer files or networks in order to 

further social or political ends.”
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CYBERTERRORISM
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“Uses the same tactics and methods as hacktivists, but to cause 

fear, harm, or disruption. In severe cases, cyberterrorism may 

involve targeting critical infrastructure or systems to cause loss 

of life or severe economic damage.”

Image Source: AFMP



HACKTIVISM TARGETS
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• Political

• Social

• Religious
• Anarchist

Image Source: Fruugo NL



HACTIVISM TARGETS BY SECTOR
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HACKTIVISM METHODS
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• Doxing

• Anonymous blogging

• Informational leaks

• Geo-bombing

• Website mirroring

• Defacement (code changing)
• DoS and DDoS Attacks

Image Source: iStockPhoto
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DDOS ATTACK TYPES BY HACKTIVIST ALLIANCES
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DDOS BOTNETS
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HACKTIVIST GROUPS
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LARGE ATTACKS
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• 2008, Anonymous:
Attack on Church of Scientology

• 2010, WikiLeaks:
Exposure of Afghanistan & Iraq War documents

• 2011 & 2017, Anonymous:
Operation Darknet

• 2011, LulzSec:
Attack on Sony

• 2013, Syria Electronic Army:
Fake news through defacement

• 2022, Anonymous:
Attacks on Russia

• 2023: NoName:
Attacks on the West



CYBERWARFARE
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• More and more groups joining the scene
• 35 Pro-Palestinian, 4 Pro-Israelian
• Russian groups joining
• DDoS, Data Breaches, Doxing & Defacing

Image Source: Universiteit van Amsterdam
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ANONYMOUS SUDAN
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• Formed January 2023
• Targeting countries and organizations
• “Anti-muslim activity”
• Seemingly also Russian members
• Usually mentions upcoming targets on Telegram

Notable attacks:
• Feb. 2023: Sweden & Denmark for burning Qurans
• Mar. 2023: Australian universities, hospitals and airports
• Apr. 2023: Israeli websites for military activity in Palestine
• Jul. 2023: Fan-fiction site AO3 for LGBTQ+ and NSFW content

Image Source: BBC



KILLNET
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• Formed March 2022
• Pro-Russian
• Attacking any country supporting Ukraine
• Usually after certain events (i.e. promising 

delivery of tanks or fighter jets)
• Close with Anonymous Sudan

Notable attacks:
• Eurovision 2022
• Latvia’s largest ever attack
• Lockheed Martin
• Dutch Health Sector in January 2023

Image Source: Medium.com



DARKNET PARLIAMENT
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Consists of:
• REvil
• Anonymous Sudan
• Killnet
• & more…

Large Attacks:
• SWIFT
• Microsoft

Source: BleepingComputer



DARKNET PARLIAMENT ATTACKS
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NONAME057(16)
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• Formed March 2022
• 4 Telegram channels: Russian, English & 2 backup channels
• Partners: Killnet, Legion, NetKillnet, Beregini, NemeZida, 

XakNet
• First Bobik botnet, now the DDoSia Project
• NoName: ca. 52.000 members, DDoSia ca. 12.000 

members
• Targets: mainly Estonia, Lithuania, Latvia and Poland. 

Ukraine less common

Image Source: Telegram @NoName



NONAME MANIFESTO
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NONAME’S DUTCH TARGETS
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• 9292 OV
• OV-Chipkaart.nl
• Gvb.nl

• A-bike.nl
• Gemeente

Vlaardingen
• Rederij-Doeksen.nl

• Port of Amsterdam
• Groningen Seaports
• Lelystad Airport

• SNS Bank
• PostNL

• Rijksoverheid.nl
• House of Representatives
• Rijkswaterstaat
• Rechtspraak.nl
• DIGID
• NCSC
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DDOSIA PROJECT
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- DDoSia – Manuals + Actual Software
- Suggestion of Targets
- DDoSia – Support
- General Chat
- Useful material
- English support
- Your videos and screenshots of 

working with the DDoSia client

Image Source: Telegram @DDoSia



DDOSIA PROJECT – ATTACK TYPES
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- Python: 1800 requests per minute with four cores and 20 
threads

- Go should be 8 times more efficient, so 14.400 requests
- Multiplied by about 12,000 users (max) = 172.800.000 

requests / min

- HTTP GET/POST – Request 
randomization & Customization

- Nginx_loris – Classic Slowloris
on Nginx. Setting up multiple 
connections and sending parts 
of HTTP requests to keep the 
connectios open.

- HTTP2 – Same as with HTTP, but 
on the HTTP2 protocol.

- TCP – TCP_SYN Floods with 
random spoofed IPs and ports.

Image Source: Yarix



DDOSIA CLIENT - REVERSING

28

- Reversed in IDA
- Written in GoLang
- Windows, MacOS and Linux clients (x64 en 

arm64)
- Nothing really obfuscated or encrypted
- So we can find the current C2: 

94[.]140[.]115[.]92
- And URI’s such as ‘/client/login’ and 

‘/client/get_targets’



DDOSIA CLIENT - REVERSING
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- Crypto/AESCipherGCM is being used to encrypt the targets 
after the “GET /client/get_targets” with AES-GCM

- Sekoia luckily found out how to decrypt this already using 
dynamic analysis (Source: https://blog.sekoia.io/following-
noname05716-ddosia-projects-targets/)

Image Source: Sekoia.io

https://blog.sekoia.io/following-noname05716-ddosia-projects-targets/
https://blog.sekoia.io/following-noname05716-ddosia-projects-targets/


DDOSIA CLIENT - WIRESHARK
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- Client does a POST to ‘/client/login’ on the 
C2 server, with User-Agent: “Go-http-
client/1.1”

- The Client-Hash is a generated hash of the 
OS UUID/GUID. They use the “Go 
MachineID” from GitHub 
(https://github.com/denisbrodbeck/machine
id) 

https://github.com/denisbrodbeck/machineid
https://github.com/denisbrodbeck/machineid


DDOSIA CLIENT - WIRESHARK
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- On the right you see the contents 
of such a uid file (Client-Hash). 

- Right behind the machine ID, the 
PID of the client is appended, in 
this case 153648. 



DDOSIA CLIENT - WIRESHARK
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- Also there: Content-Type: 
‘application/json’ and the User-Hash.

- The User-Hash is also unique. This is 
taken from the ‘client_id’ file, which has 
to be in the same folder as the DDoSia 
Client.

- How to get this unique Client_ID? 
Through the official DDoSia Telegram bot 
(@ddosia_bot).

- How you get to this bot? Only through 
the semi-private DDoSia Telegram group.



DDOSIA BOT
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DDOSIA CLIENT – WIRESHARK CONTD.
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- So, there has been done a POST to 
‘/client/login’ with our unique values. You 
then get a ‘HTTP 200 OK’ in return, along 
with the data and time in Epoch format.

- Finally it does a ‘GET /client/get_targets’, 
where the Epoch time value is added to the 
request. This is neccessary, else you will 
receive a ‘HTTP 401 Unauthorized’.



DDOSIA CLIENT – WIRESHARK CONTD.
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- Finally you get the Targets back from the Server, along with a unique Token
- So, the Target data is encrypted by AES-GCM. We can decrypt this thanks to the info on Sekoia’s blog



DDOSIA CLIENT – WIRESHARK CONTD.
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- If you don’t quit the client at this time, it will start the DDoS-attack. 
After the previous step, the client starts up 20 threads 
simultaneously.

- Then it starts attacking all the targets all together (decrypted from 
AES-GCM).

- Every 4 minutes the Client does a ‘POST /set_attack_count’, with the 
total number of connections and how many were successful.

- New targets are then requested and obtained from the server every 
10 minutes. If no connection can be made with the C2 anymore, the 
client keeps attacking the last known targets.



DDOSIA CLIENT – OVERVIEW
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DDOSIA CLIENT – DECRYPTING
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Thanks to dynamic analysis of the client by Sekoia

Key Calculation:
- Token value / 5
- Result is added to the User-Hash
- Takes last 32 chars of User-Hash and convert to Hex
IV Calculation:
- Take the ciphertext (targets), decode from Base64 to ASCII
- Take the first 12 chars and convert to bytes
TAG Calculation:
- Take the ciphertext (targets), decode from Base64 to ASCII
- Take the last 16 chars and convert to bytes

Now the targets can be decrypted...
Image Source: Sekoia.io



DDOSIA CLIENT – DECRYPTING
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- After decryption we get a one-liner with all 
the target info (see below).

- Then we can use a JSON beautifier tool to 
get a better overview, i.e.: 
https://codebeautify.org/jsonviewer

https://codebeautify.org/jsonviewer


DDOSIA CLIENT – DECRYPTING
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- After ‘beautifying’ we get a great overview.
- Targets consist of 2 parts: ‘randoms’ and 

‘targets’.
- The ‘randoms’ part is used for randomizing 

the requests. This are defined values, such as 
numbers, min/max integer values and upper-
or lowercase letters.



DDOSIA CLIENT – DECRYPTING
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DDOSIA CLIENT – DECRYPTING
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The ‘targets’ part indicates the current targets to be 
DDoS’ed by the client. These have atleast:
1. A unique ID (for tracking),
2. A type and method (i.e. HTTP POST)
3. A target host, IP and port
4. A path/URI (i.e. /register or /login)
5. The body, with the value type (i.e. String) and 

value (i.e. “user_email=$_1”, where ‘$_1’ will be 
replaced by a random value from the ‘randoms’ 
part.

6. Timeout in ms (default 1000).
7. If it has to wait for a response (True / False).
8. Eventual headers to send along with the 

requests.



DDOSIA CLIENT – STATS & FINANCIAL MOTIVATION
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Image Source: Telegram @NoName



44

Image Source: Telegram @DDoSia
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RED CROSS ROE FOR CIVILIAN HACKERS

46

• Published on October 4th 2023
• A “Genova Code of Cyber-War”
• For civilian hackers involved in conflicts

Some of the rules:
• Do not attack civilian targets
• Comply with these rules even if the enemy doesn’t
• Do not conduct any cyber-attack against medical and humanitarian facilities
• Do not threaten violence to spread terror among civilians

Replies from Hacktivist Alliances:
• IT Army of Ukraine: “Make best efforts to follow rules”
• Killnet: initially refused, few days later agreed to abide
• Anonymous: always operates on principles, but will not follow the rules
• Anonymous Sudan: not viable and breaking them for the group’s cause is unavoidable

Image Source: Red Cross
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WHAT CAN YOU DO?
▪ Updating: Keep everything up-to-date!
▪ Shrink Attack Surface: Disable unused services and 

ports
▪ Network Segmentation: So that a DDoS Attack doesn’t 

take down all the components of your network
▪ Mitigation: Use a Content Distribution Network (CDN) 

or ‘Washing Service’ such as NaWas
▪ Logging: Log all attacks, enable notifications to detect 

anomalies.
▪ OSINT & CTI: Monitor these groups and potential 

upcoming attacks
▪ Fingerprinting: Make use of ADC’s Clearing House and 

the fingerprint database to detect well-known attacks
▪ Testing: Participate in ADC’s DDoS Test each year to 

test your resilience

… or else, just wait until your servers will go back up …
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THE END
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