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whois ORG-SN292-RIPE

org-name: Stichting NBIP -

Independent non-profit foundation
Sector initiative started in 2002

Services for Internet Providers

Lawful Interception
Clean Networks Platform —
DDoS Scrubbing Center — NaWas
Mitigation
Reporting

Research and cooperation

NBIP

20
: jar'
nationale

beheersorganisatie
internet
providers


https://www.nbip.nl/en/
http://www.cleannetworks.net/

whois ORG-SN292-RIPE

aantal .nl

NaWas

Independent not-
for-profit
foundation

Transparent
knowledge sharing

6 IX in EU and UK
150 members
Members from 8

countries in EU
NBIP
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How it works - NaWas

Upstream

- North: Internet
- Several Tier-1Transit
- Public peering on Internet Exchanges ‘
- Amsterdam and Denmark

- West — East: 3-stage scrubbing EE Tal=
- Multiple vendors a0
- Fail-over on multiple sites DE? EID_DIE

- Prefiltering with NaWas filters
(migrating to FlowSpec)

Command and
Control Center

- South: Clean Traffic
- private connections @ Q Q @
 Only reachable through NaWas

- PoP’s via AMS-IX, NL-IX, Dcspine, Linx, Mix, Top-IX, VIX, etc Member Member

Stichting NBIP nbip.nl




Mitigation on NaWas

Pre-filter very high volume traffic
UDP src/dst port filters on destination IP

High volume filtering

Challenging traffic
Filtering known DDoS types

Limiters on profiles

Intelligent behavioural and content filtering

Filter on known content, like often used DNS queries

. . NBIP ¢ nationale
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Interesting
DDoS Stats

(DANGER>

INTERNET!

Cisco predicted the no of
attacks will double from
2018 t0 2023 (15.4 M)

Between 10% and 20%
are financially motivated

Top targeted industries,
Finance 34%, Telco
26%, Retail 17%

Bot sources, China 2M,
US1.8M

Ave cost-per attack on
commercial infra — 52K
SME, 400K LE

NBIP

nationale
beheersorganisatie
internet

providers



]
=

&=

=
=

1,000
800
600
400
200

v .
k ........". ."..... ““ “ ..“ “

C “.." ...."..... ." " .“ “. .."...

S O 1 it o} o feedt®

t “.... ... ““ ". .““.... “

- o, 8,08 0% ° S 1 R 3
< el st e,
- RN R
© S o Rl It e <
O m L] m . *e & o0 72}
Z

]




DDoS attack figures from the 2023

Number of Average number of Maximum
attacks: attacks per day: attack size:



Trends DDoS attack figures from the 2023

ofl @

 —
Increase in new attack Significantly more Noticeable rise in attacks
types, such as Rapid small-scale attacks with a high PPS (parts per

Reset Attack (1-10 Gbps) than in Q2 second in millions)
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NU.nl > Tech > Internet

3 DD
Belastingdienst en D Directeuren NBIP en DINL uiten kritiek op ABN t 2ljn de ge‘ols'aahval
Amro, ING, Rabobank en Volksbank Nay. Olgen?

Banken moeten meer samenwerken om te voorkomen dat cybercriminelen hun diensten 3/] [I/ [

platleggen met DDoS-aanvallen. Ze zouden zich vaker moeten aansluiten bij collectieve v 3/ £) %

Initiatieven tegen cybercrime. Nu kiezen ze nog te vaak voor een individuele aanpak van n d/ 8/7 Ay {
netwerkbeveiliging bij één security-leverancier, daardoor missen ze de kennis en kunde van e/’ do or 0
een grote achterban. Criminelen zijn namelijk ook in groepsverband georganiseerd.

Lees verder

Stichting NBIP
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Secrets of our
Succes

Cooperative shared model
High-end technical services
2/,/7 available

Transparant knowledge sharing

Sustainable model
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