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• org-name: Stichting NBIP -
https://www.nbip.nl/en/

• Independent non-profit foundation

• Sector initiative started in 2002

• Services for Internet Providers

• Lawful Interception 

• Clean Networks Platform – www.cleannetworks.net

• DDoS Scrubbing Center – NaWas

• Mitigation

• Reporting 

• Research and cooperation

whois ORG-SN292-RIPE

https://www.nbip.nl/en/
http://www.cleannetworks.net/


• Independent not-
for-profit 
foundation

• Transparent 
knowledge sharing

• 6 IX in EU and UK

• 150 members

• Members from 8 
countries in EU

whois ORG-SN292-RIPE

• 2.5 M .nl domains 
protected by NaWas

• Aprox 1,6  M websites
• 13 M IP address

aantal .nl

NaWas

43%



Stichting NBIP nbip.nl

• North: Internet
• Several Tier-1 Transit
• Public peering on Internet Exchanges
• Amsterdam and Denmark

• West – East: 3-stage scrubbing
• Multiple vendors
• Fail-over on multiple sites
• Prefiltering with NaWas filters

(migrating to FlowSpec)

• South: Clean Traffic
• private connections
• Only reachable through NaWas
• PoP’s via AMS-IX, NL-IX, Dcspine, Linx, Mix, Top-IX, VIX, etc

How it works - NaWas



• Pre-filter very high volume traffic

• UDP src/dst port filters on destination IP

• High volume filtering

• Challenging traffic

• Filtering known DDoS types

• Limiters on profiles

• Intelligent behavioural and content filtering

• Filter on known content, like often used DNS queries

• Behavioural DDoS traffic

Mitigation on NaWas



Interesting
DDoS Stats 

• Cisco predicted the no of 
attacks will double from 
2018 to 2023 (15.4 M)

• Between 10% and 20% 
are financially motivated

• Top targeted industries, 
Finance 34%, Telco 
26%, Retail 17%

• Bot sources, China 2M, 
US 1.8M

• Ave cost-per attack on 
commercial infra – 52K 
SME, 400K LE
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NaWas

• No of Attacks
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How it was going

2018



23-07-2021 @NBIP - Vertrouwelijk 1123-07-2021 @NBIP - Vertrouwelijk 1111

Secrets of our 
Succes

• Cooperative shared model

• High-end technical services

• 24/7 available

• Transparant knowledge sharing

• Sustainable model



Together
Smarter and 

Stronger


	Dia 1
	Dia 2
	Dia 3
	Dia 4: How it works - NaWas
	Dia 5
	Dia 6
	Dia 7
	Dia 8
	Dia 9
	Dia 10: How it was going
	Dia 11
	Dia 12

