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Het internet: een schitterend ongeluk
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The ideal form of the global Internet ~ universally accessible,
decentralized and open, and facilitating the free‘and efffeient A General glcon

(c][e]F]
. - . Purpose o
flow of knowledge, ideas and information. Network Identifier

System

Learn more about #IWN:

A layered
architecture of
interoperable
reusable
building blocks

Decentralized
management
and distributed
routing

Five critical properties of the healthy Internet
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Eén internet?

Kieron O'Hara & Wendy Hall (2021)
‘Four Internets: Data, Geopolitics,
and the Governance of Cyberspace’

Wendy Hall

=#-FOUR
INTERNETS

‘WASHINGTON DC’
A INTERNET

The internet of
Google, Facebook,
Netflix etc

Data collection, big
tech, big revenues

Lobbying, laws &
regulations

determined by
Washington DC

‘BEIJING' INTERNET

cada s ]

T

Control of information,
control of citizens

The internet of Baidu,
Weibo and Tencent

The government has
control of all data

‘SILICON VALLEY'

INTERNET JJF:‘

The original
internet

Open, universal, free to
access, free to use

The internet of Vint Cerf &
Bob Kahn
& Tim Berners Lee

‘BRUSSELS?
INTERNET

Data protection,
privacy, civil liberties

The internet of GDPR
& regulation

Siloed internet !

Innovation 7 7 7

WHAT
ABOUT
INDIA?

=3

A Swing State!
Which way
will it
go?

Visual:

Ramnath @rmnth

Journalist | Co-Author, The Aadhaar Effect (OUP) |
ex-Forbes India & Economic Times | Tech, society,
philosophy & doodling



https://twitter.com/rmnth
https://twitter.com/rmnth

Het neutrale internet?
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Technolog is neither good'

nor bad: nor 1s it neutral.
2 - : \

Melvin Kranzberg




Samen bouwen aan een verantwoord internet




User-level
Organizations
Individuals
Services

Infrastructure-level
Network operators
DNS operators
DDoS scrubbing centers
Content distribution networks
Names, addresses, routes

MOBILITY

NEWS

HEALTHCARE

EDUCATION

FINANCE
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[ PUBLIC/ NONPROFIT | [ PRIVATE

~  Sectoral apps and platforms

Online retailers

Social networking

App stores

Mail and messaging services
Search engines

~  Payment services

Online advertising

Data analytics services

Identification and authentication services
Web browsers

Cloud infrastructure services

Computer hardware and devices (e.g. smartphones, chips)
Data centre facilities
~~ Internet protocol suite (e.g. HTTP, DNS, TCP/IP)
Internet exchange points
Networking cables and hardware (e.g. Gps satellites)

Precious metals
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Het responsible internet: de
onderkant van de ijsberg

Cristian Hesselman
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Wat is het internet?

www.utwente.nl
web pages

Vodafone-,
Libertel

O Network .- Data stream as seen by user

— Inter-network connection == Actual data stream

Tens to tens of thousands of routers per network
One to hundreds of connection points per network
A handful to hundreds of engineers per network (~1 M+ total)

Referenties: [1]
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Van responsible Al naar responsible internet

Data
Dat 1
ata Empowered users
The goal of explainable Al

Today P
- 2
This is ()]

b @@ ’ ’ acat ’ < .

S, w i= Responsible Al

Training Learning Learned Output User with :
Data Process Function aTask =
2
Tomorrow =
—

17 GAIA-X
) @@ ) | & g6 ) v ’ <
and claws qE
Training  New Learning Explamable Explalnable Interface User with —

Data Process Model aTask
Responsible Internet
A\ 4
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Uitbreiding van het internet met 2 eigenschappen

» Naast bestaande eigenschappen, zoals open,
generiek, gedistribueerd en gedecentraliseerd Relying parties

High-level
descriptions

» Transparantie: logische, cryptografisch
verifieerbare ‘kaart’ van datapadenen de Transparency Gep) Controllability
macro-level structuur van het internet *

" network
measurements

e

» Control: datapaden ‘om’ overtrouwde ﬁ\\\

netwerken heenleiden of aanpassen van
netwerken om weerbaarheid te verhogen —==az=zl

measurements

Resilience
management

Internet
Data paths
* ‘Relying parties’: individuen, organisaties,
netwerk operators, public policy makers
LABS
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Referenties: [6]



Hypothese #1: meer persoonlijke data-autonomie

REQUESTA DEMO SIGN UP, TS FREE B

» Gebruikers krijgen een cryptografisch —
ondertekend ‘bonnetje’ met de netwerken die BB  coming Aprite: control Your zoom

hun gegevens door het internet vervoeren e EERNENG

Ittelson
vt Tochnaiogy Ot

Follow

ZOOI l . n Settings X
Port 0

* Bij overtrouwde netwerken data omleiden via

een andere keten van netwerken of ' ‘ (3
datatransmissie stoppen i e Y :

Beginning April 18, every paid Zoom Meeting and Webinar customer can opt In or out of a specific data center
d that can be used to connect to Zoom

u are hosting and ensure the best-quality service.

a In transit, Zoom admins and account owners of paid accounts

* Vergelijk: selecteren van een public DNS
resolver of een Zoom-datacenter oo e s

Enable DNS over HTTPS

Use Provider ~ Custom

Custom | https://doh:BeGentle@doh.sidnlabs.nlfdns-query

UNIVERSITY
OF TWENTE.




Hypothese #2: beter managen van supplychain risico’s

» Operators van ‘cyberphysical’-toepassingen,
zoals tele-robots, energie, transport, drones

corporate
network

 Safety-impact door verstoren van datapad,
onderscheppen van verkeer voor latere
decryptie of metadata analyse

control
network

» Mogelijkextra details in het ‘netwerkbonnetje’
(bijv. routerattributen, netwerkcertificeringen), C e iR ) g
| @ - | { stations
maar dan SCOpe beperken ! SE€nsors actuators' ! SE€nsors actuators' l S€nsors actuators l

_________________________________
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Referenties: [7]



Hypothese #3: versterken van het publieke internet

 Internettransparantie en -controlability als
basis voor mogelijke nieuwe diensten voor
federaties van netwerkoperators

» Tegengewicht voor toenemende dominantie
van single-operator WANS, zoals die van
Google, Microsoft, Akamai Premium

Google Cloud
Platform Region

T
G

Public Internet

* 50% van verkeer via 5 hypergiantsin 2019, was

150 netwerken in 2009 en duizendenin 2007 o
Standard e ' i) et 0 esnocr

llllllll

Google Cloud
Platform Region PoP

UNIVERSITY
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Referenties: [3], [4], [5], [8]



Hypothese #4: beter publiek internetresiliencebeleid

« Impactanalyse- en beleid voor NL en EU o.b.v.
metingen aan kernsystemen die het altijd
moeten doen: routing, DNS, tijd, certificaten

« Meten van centralisatieniveau: hyper giants
kunnen meer in weerbaarheid investeren, maar
impact van storingenis ook groter

 Scenario’s over impact op netwerkcapaciteit en
connectiviteit voor grootschalige incidenten
zoals (onderzeese) kabelbreuken

Referenties: [9], [10],[11]

MX Provider

| #.nl Domains | %.nl Domains || MX Provider

| #se Domains |

90.se Domains

outlook.com 164 (39.0%) outlook.com 205 (37.5%)
ezorg.nl 46 (11.0%) || mailanyone.net 69 (12.6%)
ssonet.nl 17 (4.0%) mx25.net 52 (9.5%)
barracudanetworks.com 13 (3.1%) staysecuregroup.com 38 (6.9%)
minvenj.nl 12 (2.9%) staysecuregroup.net B8 (6.9%)
MX Provider | #.ch Domains | %.ch Domains || MX Provider | #.gov Domains | %.gov Domains
outlook.com 425 (22.1%) outlook.com 2243 (41.4%)
infomaniak.ch 129 (6.7%) google.com 532 (9.8%)
abxsec.com 120 (6.2%) barracudanetworks.com 495 (9.1%)
tophost.ch 90 (4.7%) pphosted.com 161 (3.0%)
ag.ch 78 (4.1%) mimecast.com 157 (2.9%)
Neuws-  Spor-  Uitzendingen &

Opnieuw wereldwijd websites
plat door storing bij één bedrijf,
reden tot zorg?

Google Trust Services LLC ——

Trust Provider

cPanel, Inc. -
DigiCert Inc
Sectigo Limited —

OF TWENTE.

Cloudflare, Inc.
Cloudflare (Comodo) - ‘

ZeroSSL ?
Amazon — i —

'w\
BA

\ Let's Encrypt
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CATRIN-project: kleinschalig responsible internet
RIPE NCC

RIPE Atlas

« www.catrin.nl: 1.9M Euro van NWO, 7 Ph.D.-
studenten, 11 partners uit NL, 8 internationaal

* Ontwerpen en prototypen van
netwerkbeschrijvingen, protocoluitbreidingen,
evaluatie via testnetwerken

» Ontwikkelen van servicedesigns met toegevoegde
waarde voor netwerk operators en waarmee ze het
publieke internet kunnen versterken

SCION
reverse-

proxy

 Validatie met organisaties en individuen (bijv. via SCION e

browser-extensies)
€ UNIVERSITY ¢ ‘5,
e OF TWENTE.
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http://www.catrin.nl/

Demo: Path Visualiser (PathVis), SIDN Labs-stand

2STIC | sibNLass Connected

Controls Routing controls Path changes Network messages

~ Path has 1 changes 2600:1901:0:7947::
"AS:39637
2800:dcB:10:900:172:16:0:1 Path has 2 changes 2600:1901:0:7947:: 2 seconds ago
Path has 2 changes 2600:1901:0:7947:: 4 seconds ago
Path has 2 changes 2600:1901:0:7947:: 6 seconds ago
Path has 2 changes 2a00:1450:400e:80d: : 200a 9 seconds ago

" AS:39637
X Node Info

" L hestname ecp-web10.prolocation.net
ASBAS5 ASB455 "AS:3963T
Laﬂﬂ:ﬂ.ﬂyﬂ 4 BIDl] Laﬂﬂ JJBIB:4 smz] cidr 2a00:d00: /32
country NL
ASNA
7 '
2001:7f8:1:a501:5169:1
domain prolocation.net
= AS:3356 “AS:15169 AS:15169 AS:41887 asn 41887
E 2001:1900:2::3:61 2001:4860:0:f8a: ZUUl‘QHEO"lZ:DﬂZﬂE 2300:d00:1:12:: descnpt\on PROLOCATION Pro\ocatmn, NL
TerT TR T in 2a00:d00:1F136:94:228:136:175
[2001:190\}:5:2 ZZ.EZE] 2001:4860:0:1:: 1455] 2001:4860:0:1: 5151]

rpki invalid
dports 443

dis

cnames
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Vragen en discussie

Cristian Hesselman
Directeur SIDN Labs
cristian.hesselman@sidn.nl | +31 6 2507 87 33
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